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ABSTRACT

In this thesis, we present the rst implementation results ér Dragon, HC-128, LEX,
Salsa20, and Sosemanuk (which are stream ciphers in PhaséRro le 1 of the eSTREAM
project) on 8-bit microcontrollers.

For the evaluation process, we follow a two-stage approachdacompare with e cient
AES implementations. First, the C code implementation proned by the designers is
ported to an 8-bit AVR microcontroller and the suitability of Dragon, HC-128, LEX,
Salsa20, and Sosemanuk for the use in embedded systems issaesl. In the second stage
we implement the stream ciphers in Assembly to tap the full gential of an embedded
implementation. Our e ciency metrics are performance of kgstream generation, key
setup, and IV setup, and memory usage in ash memory and SRAMjnge microcon-
trollers are usually strongly constrained in memory resouaes.

Concerning throughput, all stream ciphers outperform the ES. Sosemanuk, for in-
stance, reaches three times the throughput of the AES. In ters of memory requirements,
Salsa20 and LEX are almost as compact as AES. When considerthg time-memory
tradeo metric, LEX and Salsa20 vyield signi cantly better results than AES.

If we involve the time-memory tradeo metric of our C languag implementations and
compare it with the time-memory tradeo metric of our Assemlly language imple-
mentations, we can observe immense improvements of all ogph. For instance, the
time-memory tradeo value of LEX is more than1; 800 %better in Assembly language,
whereby Sosemanuk holds the least enhancement with only600 %increase.

Considering ash memory requirements all ciphers are exdable on smaller devices in
Assembly language. E.g. the Assembly implementation of thBragon cipher counts
12% of the original codesize, allowing the execution on even tlseallest device of the
AVR family (ATmega8) instead of the biggest device (Atmegal8).

To the best of our knowledge this thesis includes the fastestplementations world wide
of Dragon, LEX, HC-128, Salsa20, and Sosemanuk for the 8-B/R microcontroller
family.
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1 Introduction

1.1 Motivation

In 2005, the European Network of Excellence in Cryptology ERYPT) launched a call
for stream cipher primitives [6] to identify new stream cipbrs suitable for widespread
adoption that may also serve as an alternative for the AES [8]Pro le | of this call
asked for stream ciphers for software applications with higthroughput requirements,
while Prole Il aims at identifying stream ciphers suitable for hardware applications
with restricted resources such as limited storage, gate aguor power consumption.

The original call says that performance benchmarking for Brle I may include 8-bit
processors (as found in inexpensive smart cardf2-bit processors (e.g., the Pentium
family) to the modern 64-bit processors . However, the current testing frameworkf the
eSTREAM project [7, 13, 11] exclusively targets general-ppiose32-bit and 64-bit CPUs
for Pro le | candidates. Given the great importance of smalembedded controllers in
the real world (the market share of embedded processors isnathan 99%), we feel that
such an evaluation is of value.

This master thesis is driven by the question of how e cient cadidates in the current
focus of Pro le | can be implemented on smaB-bit embedded microprocessors. Sma
bit microprocessors are constrained in resources such ashamnemory and RAM. Besides
throughput, e ciency has an particular meaning in this context: resources needed by an
implementation of a stream cipher should be kept small, siecembedded applications
are very often cost constrained. In fact, in many situationgost (given by memory
consumption) is more crucial than throughput, in particula because many embedded
applications only encrypt small payloads.

Small 8-bit embedded microprocessors are widely used in variouspéipations, in-
cluding smart cards, household appliances, industrial coal, and many other systems.
Modern cars, for instance, are equipped with more than fty ricrocontrollers. In em-
bedded systems, cryptography is often needed for authergton, secure messaging, and
software download.

Though an8-bit microprocessor may not be the mainstream target platfon of Pro le |
we are con dent that there is also a wide public and industriainterest in nding out
whether candidates of Pro le | can also serve as possible gexalternatives to AES on
small 8-bit embedded microprocessors.



2 Introduction

The results presented in this thesis are the rst published &dnchmarking numbers of
eSTREAM candidates on 8-bit AVR microcontrollers. This thes thereby contributes
to the evaluation of the focused Pro le | candidates.

1.2 Aim of this Thesis

In this work, we evaluate performance aspects of stream cigis that are in the focus of
Pro le | of Phase 2 of eSTREAM and not yet broken. In detail, this work covers Dragn,
HC-128, LEX, Salsa20, and SOSEMANUK. Because of recentlypaated key recovery
attacks, Py/Pypy [25] and Phelix [24] are not included in ourtesting framework. The
aim of this thesis is the e cient implementation of the abovementioned ciphers or-bit
AVR microcontrollers and the resulting performance bencharks.

1.3 Approach

For the evaluation of Pro le | candidates, the C code implemaation provided by the
designers is ported to ar8-bit AVR microcontroller. For comparison, we also implemen
the byte-oriented AES taken from Gladman [15]. Our compar metric includes (i)
throughput of keystream, (ii) time needed for key setup, (i) time needed for IV setup,
(iv) memory allocation in ash (program code), and (v) memoy allocation in SRAM
(variables).

Furthermore we carry out an evaluation of the most promisingandidates in Assembly
language. We implement the AES (for comparison reasons), DION, LEX, Salsa20,
and Sosemanuk. We excluded HC-128 from this list of Assembiyplementations be-
cause of its huge amount of required SRAM and the hence resnfiiused ATmegal28I
device.

1.4 Organization of this Thesis

This thesis is organized as follows: in Chapte? a general introduction to cryptol-
ogy focusing on block and stream ciphers is given. Then in Qftar 3 we provide the
speci cations for the implemented ciphers in this work. Focomparison reasons, we also
included the AES. In Chapter4 an introduction to microcontrollers, the Atmel Corpora-
tion and their product, the ATmega family of 8-bit microcontrollers is given. Afterwards
in Chapter 5 we present our used tool-chain and some important adjustmsnwe made.
Chapter 6 gives an introduction to our C language implementations. Fst, the separate
ciphers and their implementations are presented, followday a summarization of their
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performance results and memory requirements. Almost thersa is done in the follow-
ing Chapter 7. Here our results with the ciphers e ciently implemented in Assembly
language are presented. Finally, we conclude the thesis iwia summary and the future
work in Chapter 8.



Introduction




2 Cryptology

Cryptology is the science of information security. It is widly diversi ed and also cov-
ers several elds like authentication, access control, neork security, and information
con dentiality, to mention just a few. Cryptology can be divided into two principal
parts, namely cryptography (e.g. the development of new eryption techniques) and
cryptanalysis (e.g. the science of breaking cryptographtools).

1
— CryptanalySiS

I 1 [ 1 1
Implementation
Attacks

Public-Key Cryptographic Classical
Cryptography Protocols Cryptanalysis

— 1

Mathematical
Analysis

S I

Linear Differential
Cryptanalysis Cryptanalysis

Social Engineering

Block Ciphers Brute Force

Figure 2.1: Overview Cryptology

2.1 Cryptography

Cryptography can be segmented into three main disciplinesymmetric-key cryptogra-
phy, public-key/asymmetric-key cryptography and cryptogaphic protocols. Symmetric-
key cryptography ensuring con dentiality deals with encryption methods in which the
sender and the receiver use the same key to encrypt and dedrypessages. Problems
occur if the number of participants increases. Public-keyrgptography has been publicly
known since a paper by Whit eld Di e and Martin Hellman was published in the year
1976. Here the sender and the receiver are no longer forceduse the same key for
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encryption and decryption. There exist a private key and a phalic key which are mathe-
matically related, but the private key cannot be derived fra the public key within any
practical time. The private key is kept secret, while the pulic key can be distributed
without restrictions, but may be certi ed by a trusted third party. Cryptographic pro-
tocols are procedures where participants can exchange skelesdata over unprotected
channels.

The eld of symmetric-key cryptography can be divided into hree sub-disciplines:
block ciphers, hash functions and stream ciphers. Block tiprs and stream ciphers will
be discussed in the following sections. A short introductioto hash functions is given
in section 3.6, as part of the Salsa20 cipher.

2.1.1 Block Ciphers

When using block ciphers the plaintext must be subdivided inlbcks of xed length
(typically 64, 128, and 256 bits), because block ciphers eypt and decrypt block-wise.
A block cipher requires a key and the plaintext as input and dputs the corresponding
ciphertext. Mathematically described, a block cipher comsts of two parts: an encryption
function E and a decryption functionD = E 1. Let n be the size of a plaintext block,
let k denote the key,m is the plaintext and c the corresponding ciphertext, then:

c= Ex(m) and m = Dy(c) = E, *(c) = E, *(Ex(m))

Many block ciphers follow a simple construction schema. Thiaise simple operations
like rotation, shift, XOR and substitutions (also called Sboxes), but repeatedly apply
this operations for n iterations (n normally lies between4 and 32). The iteration is
called a ‘round' and the simple construction that is appliedn every round is called
a round function'. Dependent on the length of the plaintextit may be necessary to
expand the plaintext to a multiple of the block size. There & di erent modes available
when using a block cipher for enciphering multiple blocks.nlthe following sections we
take a closer look to some dependent modes of operation, esaléy the ones that are
able to build a stream cipher.

ECB Mode

The dectronic code ook mode (ECB) is the simplest mode of operation. Each block o
ciphertext is encrypted separately. One huge disadvantagé this mode is the fact that
identical blocks of plaintext lead to identical blocks of @hertext, while the key stays
untouched. Similarly, a ciphertext block could be exchangewithout detection on the
side of the receiver.
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Plaintext #1 Plaintext #2
LLLEET T LLLTEET LT
A
Key ——», Encryption Key ——» Encryption
LLLETTT T LLLEETE T
Ciphertext #1 Ciphertext #2

Figure 2.2: ECB mode encryption

CBC Mode

The dpher-block chaining mode (CBC) requires the ciphertext block of the praweus

round to encrypt the plaintext block of the current round. Asthere is no previous
ciphertext in the rst round an initialization vector (IV) i s needed. In this mode the

previous ciphertext block is XORed with the plaintext beforeencryption. The mathe-
matical formula for the CBC encryption is:

G=1V,a=Ed(m ¢ 1)
and for the decryption:

©=1V,p=E"G) G 1

Plaintext #1 Plaintext #2
LT LT
v / Y
|||||||||||H—’49 - —>
Y 4
Key —» Encryption Key —» Encryption
A 4
LLLLLTT LT LT
Ciphertext #1 Ciphertext #2

Figure 2.3: CBC mode encryption

NOTE: A ipped bit in the plaintext a ects all following ciph ertexts. Decryption can
be parallelized, which is not possible for encryption.



8 Cryptology

CFB Mode

The dpher feedtack mode (CFB) works similarly to the CBC mode. In the rst round
the IV serves as input to the encryption function. In the folbwing rounds the previous
ciphertext is used as input. The output of the encryption funtion is XORed with
the plaintext. The hence resulting block is both, the ciphéext and the input for the
encryption function in the next round as well. A block cipherin CFB mode builds a
self-synchronizing stream cipher (see section 2.1.4). Theathematical formulas are the
following:

encryption: o= IV, ¢ = Ex(g 1) m;
decryption: cg = IV, m; = Ex(G 1) G

\

Key —» Encryption Key ——» Encryption

Plaintext #1 Plaintext #2

[ ENARNRRENANNES
LTI LT

Ciphertext #1 Ciphertext #2

\N7h)

N

Figure 2.4: CFB mode encryption

NOTE: Only the encryption function is required here. A chang in the plaintext
propagates forever in the ciphertext and decryption can begpallelized.

OFB Mode

The output feedkack mode (OFB) encrypts the previous encrypted block and pses it
as input to the encryption function in the next call. Subseqgantly this value is XORed
with the plaintext and builds the ciphertext. This transforms a block cipher, running in
OFB mode, into a synchronous stream cipher (see section 3)1.If ¢ is the output of
the encryption function of the i-th iteration, then:

0 =1V ando = Ex(0 1)
G=m ogandm;=¢ O
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\Y,
LLLE[ET L
RS
A
Key ——» Encryption Key —» Encryption
Plaintext #1 \ Plaintext #2
(I (I 9

Ciphertext #1 Ciphertext #2

Figure 2.5: OFB mode encryption

CTR Mode

The counter mode (CTR), like the OFB mode, turns a block cipher into a synalonous
stream cipher. Here a combination of an initialization vear (or nonce) and a counter
is encrypted by the encryption function. The output of the ewryption function is then

XORed with the plaintext to generate the ciphertext. The comimation of the nonce and
the counter can be an exclusive-or, an addition, or the conemation of the two values.
The counter must be a function that creates di erent output & every call, whereby the
output should only repeat itself after a very long time.

Nonce Counter Nonce Counter
LTI LT
Key —»| Encryption Key —» Encryption
Plaintext \ Plaintext v
(I (T
y y
LT LT

Ciphertext Ciphertext

Figure 2.6: CTR mode encryption

2.1.2 Stream Ciphers

A stream cipher is a symmetric cipher which encrypts individal characters one at a
time, whereby the keystream transformation varies with tine, dependent on the current
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internal state of the cipher. All stream ciphers are attems to realize a cipher similar
to the One Time Pad (OTP) cipher but without its disadvantages, mentioned blow.

The OTP is a symmetric cipher as well. The big di erence to othr ciphers lies
in the key length and its creation. The big disadvantages ohe OTP are the
following: the length must be at least as long as the plaintéxthe key shall only
be used once and must be created truly randomly. After key @gon, the key is
added to the plaintext (for example by XOR). If these restrictons are ful lled,
the OTP possesses the characteristic of "perfect secredhother disadvantage
of the OTP additionally to the huge key length is the key tranport to the
communication partner.

Stream ciphers use a key and an initialization vector to budl a "pseudo-random'’
keystream before the keystream is XORed with the plaintext. Bpending on how a
stream cipher updates its internal state, stream ciphers nabe grouped into two classes:
synchronous stream ciphers and self-synchronizing streaiphers. If the update function
of the internal state is independent of the plaintext or ciplkrtext message, the cipher
is classi ed as a synchronous stream cipher. In the contragase, in which the cipher
updates the inner state depending on either the previous e or ciphertext, the cipher
is called a self-synchronizing stream cipher. Often, a st cipher runs at a higher
speed and has a lower hardware complexity if compared to bkociphers.

2.1.3 Synchronous Stream Ciphers

Using a synchronous stream cipher implies that the senderdithe receiver are synchro-
nized. If digits are lost, added or changed during transmigs, the synchronization gets
lost and the plaintext or ciphertext cannot be correctly assmbled. But there are various
options to retain synchronization. For instance, by taggig the ciphertext with markers
at constant points in the stream or by using o sets to obtain he correct decryption.
The advantage of this mode is the fact that, if a bit is defecte, only the corresponding
ciphertext bit is erroneous. The rest of the message is notected. This property is of
high value if the error rate is very large. But on the other had, it is more di cult to
prevent such errors without further endeavors. Hence, symonous stream ciphers are
more vulnerable to active attacks.

2.1.4 Self-Synchronizing Stream Ciphers

Stream ciphers using multiples of the previous N ciphertextits to compute the keystream
belong to the category of self-synchronizing stream cipler The advantage of this
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method is that the receiver automatically synchronizes wit the keystream after re-
ceiving of N bits. This type of error handling is much better han the error handling
of synchronous stream ciphers and also leads to better réaisce against active attacks.
Self-synchronizing stream ciphers are also susceptibledoe bit errors, but here a one
bit error a ects not only one bit, but N bits. A frequently-used kind of self-synchronizing
stream ciphers are block ciphers in cipher-feedback modeHE).

2.1.5 Linear Feedback Shift Registers

M M Me

0 1 0

0 L Output
1]of1]1 1lo]o 0ol1]1 1{1]0]o0 >

Figure 2.7: Linear Feedback Shift Register

Feedback

A linear feedback shift register is a shift register whose taput bit is XORed with some
other bits of the register and then becomes the last bit of theFSR again. The initial
value of the LFSR is called the seed or initialization vectoand leads to a deterministic
sequence of bytes. If the LFSR is based on an irreducible patynial and the seed is
non-zero, the LFSR has maximum period, i.e2" 1 (wheren denotes the number of
FlipFlops). The LFSR generates a linear stream of bits and #refore a LFSR cannot
be directly used in a stream ciphér.

But there are several methods to bring non-linearity into a ESR. The rst possibil-
ity is the combination of the output of at least two LFSRs to a nm-linear combining
function. This can be done by feeding a non-linear booleannttion with the outputs
of two or more LFSRs to create a combination generator.

Another way to create non-linearity is the irregular clocking of the LFSR. Normally
a LFSR delivers an output at every clock signal. One attempta break linearity is the
use of two LFSRs. The rst LFSR is clocked regularly and the sead is only clocked if
the output of the rstoneis a 1. If a "0' occurs, the second ESR repeats the previous
output. To enhance the security level, this output of the seand LFSR can be combined
with a third LFSR. This method is called 'stop-and-go'.

Another method is called the “shrinking generator'. Here asell two LFSRs are used,
but both are clocked regularly. If the output of the rst LFSR is a "1', the output of the
second LFSR is taken as the output. If the rst LFSR delivers a0', there is no output

IThere exist algorithms which are able to nd the polynomial of a LFSR when an output sequence of
particular length is given (i.e. the Berlekamp-Massey algoithm [10])
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at this state. This method is vulnerable to timing attacks aginst the second LFSR, but
this hole can be plugged by bu ering the output.

There is also a possibility to get by with only one LFSR to brig non-linearity in
an LFSR. Di erent bits (e.g., 5 or 6) are taken from the actual tate of the LFSR and
serve as input to a non-linear Itering function (for instarce a 6-to-1 boolean function),
whose output becomes the overall output of the LFSR. This metid is called nonlinear
combining function.

2.2 Cryptanalysis

In the sector of cryptanalysis we only take a closer look at éhtwo most important

attacks: linear and di erential cryptanalysis. These two #ack methods are special
mathematical attacks against block ciphers and stream cigins. They work if a cipher
runs multiple rounds to execute an encryption/decryption.When designing new block
or stream ciphers the developer(s) should keep these two atks in mind and, ideally,

the ciphers should be resistant to these attacks.

2.2.1 Linear Cryptanalysis

The linear cryptanalysis is a "known-plaintext' attack. Ths means, the attacker holds
several plaintexts as well as ciphertexts and uses thesergaio attack the cipher. The
idea behind this kind of attack is the linear approximation 6 some operations/parts of
the cipher with a linear expression. In most casesmod 2-operation like XOR is chosen.
Let A = fay; ay; ::;; ang denote the input of an operationg; the i-th element of the input
and B = fby; by;::;; g the output of an operation, lj the j-th element of the output.
Then the expression could look like this:

&, a, &, b, b, b;=0

The goal of the linear cryptanalysis is to nd linear approxmations like the one above,
which exhibit a very low or very high probability of occurrerce. In an ideal cipher the
result of the formula above would b&:5, because the number of zeros and ones is equally
large. If we nd now an expression where the result di ers fnm the ideal value0:5, for
examplej0:5 | with bias , we are able to do a forecast for some parts of the cipher.

2.2.2 Dierential Cryptanalysis

The di erential cryptanalysis works similarly to the linear cryptanalysis, but here the
point of attack is not a linear approximation, but instead hgh probabilities of certain
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occurrences of di erences of inputs and outputs of an operah (like the round function
per instance). LetX = fXgq;Xy;::; Xmg denote the input andY = fyq; vy, ¥n0g the
output of an operation. Let x' and x be two inputs and y' and y the corresponding
outputs. Then ( X) =(x° x% is the input dierence and ( Y)=(y° y% the output
di erence. In an ideal, completely randomized cipher the mbability that given an input
dierence ( X), an output dierence ( X) appears is0:5" where n denotes the bit
length of the input/output. If we are able to nd input di ere nces and corresponding
output di erences which deviate from the probability 0:5", we can make predictions
about the input or the output bits, whatever we are searchindor.
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3 Focused eSTREAM Prole |
Candidates

In this chapter we provide the speci cations for the implemeted ciphers in this work. For
comparison, we implemented the byte-oriented AES (@vanced Encryption Standard)
in C, taken from Gladman [15], and a fast AES Assembly languagversion. Hence we
describe the AES as well.

3.1 Introduction to ECRYPT/eSTREAM

ECRYPT (European Network of Excellence for Crymilogy) is a European research
initiative launched on February 1st, 2004. The project hasraduration of four years.

The objective is to intensify the collaboration of Europen researchers in information
security, and more in particular in cryptology and digital watermarking .

One of the projects of ECRYPT is called eSTREAM, which aims ordentifying new
stream ciphers that might become suitable for widespread agtion . ECRYPT launched
the call for papers in November 2004. This call divided the @REAM candidates into
two groups, or better two pro les:

Pro le 1: "Stream ciphers for software applications with tgh throughput require-
ments.'

Pro le 2: "Stream ciphers for hardware applications with rstricted resources such
as limited storage, gate count, or power consumption.'

The timeline of the project is divided into three main parts elled phases. Phase 1
started immediately after the deadline for submission in Agl 2005. Phase 1 aimed
on general analysis of all 34) submissions with the goal of determining a subset of
interesting candidates to build the Phase 2 cipher list. Plse 1 ended in February 2006
and 5 months later Phase 2 began. The candidates of Phase 2 evscrutinized using
criteria like performance, resistance against improved taicks and, of course, deeper
cryptanalysis.

The software candidates in Phase 2 are:
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Phase 2
ABC
CryptMT
DICING
NLS
Polar Bear
Rabbit

Focus Phase 2
Dragon
HC-256
LEX
Phelix
Py
Salsa20
Sosemanuk

The current active Phase 3 started in April 2007, but when tls thesis was created,
Phase 2 was the actual phase. Therefore, in this work we evale performance aspects
of the stream ciphers that were in the focus of Phase 2 and Pte 1 and not broken, yet.
In detail, this work covers Dragon, HC-128, LEX, Salsa20, @anSosemanuk. Because of
reported key recovery attacks we have not included Py/Pypy2b] or Phelix [24] in our
testing framework.

NOTE: The ciphers that are described in the following sectits are ordered alphabet-
ically.

3.2 AES

The AES, also known as Rijndael, is a block cipher and the o cibpredecessor of DES
(Data Encryption Standard). The developers of AES are two Belgian cryptogragns
Joan Daemen and Vincent Rijmen. "Rijndael' is a combination ofhe names of the
inventors. The AES version we use (AES-128) is not exactly Riglael, because Rijndael
supports a larger range of key sizes, whereby AES-128 onlipais use of a 128 bit key.
The AES uses a block size of 128 bits and delivers an 128 bit put.

3.2.1 Work ow of AES
The work ow of the AES can be well described by the following $eudo code:

Key expansion
First round
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AddRoundKey()
Encryption rounds (repeat10 rounds)
SubBytes()
ShiftRows()
MixColumns()
AddRoundKey()
Last round
SubBytes()
ShiftRows()
AddRoundKey()

Ewte Sub

Shift Fow

Mix Colurmn

Add
Faund
Eew

Figure 3.1: AES: Graphical round overviewtaken from [16])

Figure 3.1 gives a graphical overview of one AES round.
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3.2.2 Key expansion

First some declarations: r = 10 is the number of rounds, b = 12& the block size (4
words of size 32 bit). Now let us take a look at the key expansio The key must be
extended to ¢ + 1) subkeys. The subkeys need to have the same size as the blazk.s
Thus the key must be expanded to the size @ (r +1) bits. The keys will be arranged
in 2-dimensional arrays with 4 rows and 4 columns, so that angjle entry has a size of
one byte. The rst subkey is the key itself. The remaining sukeys are computed in the
following manner:

To compute the rst column (w;) of the next subkey, the last column of the parent
subkey (w; 1) is required. The values of this column are processed by tiot\Word()
function and after that each byte of the column is replaced bthe corresponding value
in the S-box. This columnw; ; is then XORed with the columnw; 4. For words in
positions that are a multiple ofb=wordsize(4,8,12,...), an additional XOR with the rcon
table must be executed. The rcon table is a table containingr@-calculated values (for
details on the mathematical background refer to [22] or [8])The next three columns
follow the same construction pattern but without the appli@ation of the substitution
function, the table lookup in the rcon table, and the RotWord() function.

Original AES key

Soo | So1 | Soz | Sos

Sl,O S1,1 S1,2 S1,3

SZ,O S2,1 SZ,Z S2,3

Sao | Saa | Ssz | Ses

Subkey #1 E Subkey #2 Subkey #r+1

Figure 3.2: AES: Key schedule

3.2.3 AddRoundKey

The AddRoundKey function combines the current state with thecorresponding subkey.
It is a XOR between the bytes of the state and the subkey.
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3.2.4 SubBytes

The SubByte function is the only non-linear function in the AS. Each byte inthe @ 4)
array is updated by an 8-bit S-box. This S-box is derived frorthe multiplicative inverse
of F,s with proven good non-linearity properties. The S-box consts of 16 rows and 16
columns. Each byte of the state has two digits in hexadecimaltation. For instance,
the actual byte has the value '0x73' = 115. The correspondingalue in the S-box can
be found in the 3rd row and 7th column. In our case we nd 'Ox8F= 143.

Figure 3.3: AES: SubBytes() function(aken from [8])

3.2.5 ShiftRows

The ShiftRows function a ects the rows of the state. The i-th ow will be rotated i
byte(s) to the left.

Figure 3.4: AES: ShiftRows() function(taken from [g])
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3.2.6 MixColumns

In the MixColumns function the four bytes of each column areambined using an in-
vertible linear transformation. At each step of the MixColumns function four bytes (one
column) are used as input and each of these four bytes a ectd four output bytes.
The MixColumns function can be viewed as a matrix multiplickon. Each column can
be treated as a polynomial oveF,:, which is then multiplied with a xed polynomial
o(x) = (83x3+ x2+ x +2) modulo (x*+1).

Figure 3.5: AES: MixColumns() function (taken from [g])

3.3 Dragon

Dragon is a stream cipher using a single word based non-liné@edback shift register and
a non-linear lIter function with memory. Its developers areK. Chen, M. Henricksen,
W. Millan, J. Fuller, L. Simpson, E. Dawson, H. Lee and S. Moon. fagon can be
executed either with a key and IV-size of 128 bits or a key and/isize of 256 bits. It
produces a 64 bit keystream. The core of Dragon consists ofotyB8 32)-bit S-boxes
and makes frequent use of its update function labeled F. Furérmore Dragon exhibits
a large NLFSR (Non-Linear Feedback $ift R egister) of 1024 bits and a 64-bit counter,
named M.

3.3.1 The update function F

The update function of Dragon is an essential part of the cigr because it is called at
two positions during one regular cycle of the whole cipher, ane precisely in the key
setup and during the keystream generation. It takes 192 bits input and provides 192
bits of output, ordered in six 32 bit words.
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Figure 3.6: Dragon: Update function Ftaken from [14])

In Figure 3.6 the input parameters are named a, b, c, d, e, f arttie output words
are denoted a', b, c', d', e and f'. The update functions ma#s use of six component
functions overall: G, G,, Gz, H1, H, andH3 (described in 3.3.2). The G and H functions
are the non-linear components of the cipher. Before and aftthe G and H functions,
several binary and modular additions are executed. The F fation can be divided into
three phases: the pre-mixing, the substitution (G and H furtmns) and the post-mixing
phase. Each phase is developed in such a way that paralletina is possible. This is
shown in Figure 3.7. Here a stands for an XOR and stands for addition modulo
2%2,

Figure 3.7: Dragon: Update function F (graphically illustated) (taken from [14])
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3.3.2 G and H functions

The G and H functions are constructed as a combination of thevb (8 32)-bit S-boxes
S; and S,. Hence this combination composes virtual32 32)-bit S-boxes. The G
functions use three times theS; S-box and one time theS, S-box. The H functions
use three times theS, S-box and one time theS,; S-box. Each byte of the 32 bit
input value x is taken to determine the value at the correspating position in the S-box
(X = xokx1kxokx3). The G and H functions are de ned as follows:

Gi(X) = Si(X0)  Si(X1) Si(X2)  Sa(Xa)
G2(x) = Si(X0)  Si(X1) S2(Xx2)  Si(Xa)
G3(X) = S1(X0)  Sa(X1) Si(x2) Si(Xs)
Hi(X) = S2(X0)  Sa(X1) Sa(x2)  Si(Xs)
Ha(X) = S2(X0)  Sa(X1)  Si(X2) Sa(Xs)
Ha(X) = S2(X0)  Si(X1)  Sa(X2)  Sa(Xa)

3.3.3 Key and |V initialization

Figure 3.8: Dragon: Key initialization function (taken from [14])

The initialization of the internal state of Dragon follows asimple strategy. It's nothing
but many concatenations of the (private) key and the (publig initialization vector,
denoted ask and iv. The 1024 bit internal state is divided into eight 128 bit wods.
These words are labeledlVy to W7. The F function is used in the initialization process
several times. More precisely, the F function is called 16nties during initialization.
Figure 3.8 shows the initialization process. Henre denotes the complement of x, and x'
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stands for a modi ed x whereby the upper and the lower halvesd & are swapped. The
authors recommend a rekeying ever* bits of generated keystream.

3.3.4 Keystream generation

Figure 3.9: Dragon: Keystream generation functioQaken from [14])

Dragon possesses a NLFSR of 1024 bit size. This value is deddinto thirty-two
32-bit values calledB, to B3;. At each round six words from the internal state are taken
to feed the F function. The words of the rst round are taken fom the positions 0, 9,
16, 19, 30 and 31 and every round these values are scaled dowr2 fmod 32). So the
words of the second round are 30, 7, 14, 17, 28 and 29 and so onrtifermore, the
64-bit memory counter M acts as a counter during keystream geration. The counter M
is initialized during the initialization process. After 64bits of keystream are generated
the output is called k and B and M are updated.

3.4 HC-128

The stream cipher HC-128[23] is developed by Hongjun Wu wankj at the Katholieke
Universiteit in Leuven, Belgium. The main part of HC-128 is made up of two secret
tables with 512 32-bit entries each. At every step of the cign one element from one
of these two tables is updated by a non-linear feedback fumah. So within 1024 steps
both tables (that means the internal state of the cipher) areipdated completely. The
output is a 32-bit word, which is generated at each step by theon-linear output Itering
function.

3.4.1 Speci cation of the cipher

First we describe some operations and declarations whicheamecessary to understand
the following details:
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+ :Addition modular 232
:Subtraction mod 512 =2°
:Bitwise exclusive OR
k :Concatenation
>> :Right shift operator
<< :Left shift operator
>>>  :Right rotation operator
<<< Left rotation operator
Table 3.1: HC-128: Operations used by HC-128
P :an array with 512 32-bit entries. Single elements are wtén P[i], wherebyO i 511
Q :an array with 512 32-bit entries. Single elements are wién QJ[i], wherebyO i 511

K :the 128-bit secret key
IV :the 128-bit public injection vector
s :the generated keystream from HC-128

There exist six relevant functions in HC-128.h; uses the P-array as S-boxh, uses

the Q-array.

f1(x)
f2(x)
G(Xy;2)
R(X;y;2)
h1(x)
h2(x)

(x>>> 7) (x>>> 18) (x>>> 3)

(x>>> 17) (x>>> 19) (x>>> 10)
((x>>> 10) (z>>> 23))+(y>>> 8)
(x<<< 10) (z<<< 23))+(y<<< 8)

Q[Xo] + Q[256 + X;]
P[Xo] + P[256 + X;]

Here x is made up of 4 one byte values: x x3kx,kx;kxo wherebyx, denotes the least

signi cant byte.

3.4.2 Initialization process

During the initialization process the two large arrays musbe initialized. This is done

in several steps.
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1. Anewgarray calledW; (0 i 1279)must be lled by the expanded key and IV.
2 K o i 7
Wi= IVis 8 i 15
CFa(Wi )+ Wi 7+ Fi(Wio1s)+ Wioge+ 0 16 0 1279
2. After that initialization, the arrays P and Q are updated with the values in the
W-array.
P[I] = Wi.os6 forO i 511
Q[I] = Wi.i7es forO i 511

3. HC-128 is executed for 1024 steps and the output words rapé the table entries
as follows:

fori=0to 511, do

Pl]=(P[i]+ a(P[i 3LP[i 10FP[i 511])) hy(P[i 12]);
fori=0to 511, do

Qi =(Qli]+ a(Q[l 3LQ[i 10}Q[i 511])) h(Q[i  12])

3.4.3 Keystream generation

During the keystream generation one entry of one of the arrayP or Q is updated. Each
of the S-boxes is used to generate 512 bits of output and thelmet S-box is updated in
the next 512 steps. Below, the keystream generation algdmwh of HC-128 is given:

i=0;
repeat until plaintext is encrypted
{
j =imod 512;
if (I mod 1024) < 512
{
Pil=(P0i]l+ au(Pl 3EPO 10FP[  511]))
si=h(Pl  12)) P[]
}
else
{
Qil=(Q]+ x(Ql 3;Q[ 10}Q[  511J]));
si=h(Ql 12]) Q[
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end-if
i++

}

3.5 LEX

The LEX (L eak EXtraction) stream cipher is a modi cation of the AES Block Cigher
[12] and is developed by Alex Biryukov. It uses internal stas of each round to create
the keystream. Amongst the researched ciphers, it is the ométh the smallest output
size: 16 bits. For further information regarding AES, refeto [8] or see section 3.2 above.
The standard version of LEX uses a 128-bit key and a 128-bititralization vector.

The setup phase consists of a key setup, followed by the 1V tialization. The key
setup of LEX is exactly the same as the key setup of AES. The Ihitialization is
implemented by AES-encrypting the IV under the secret key K:

S= AES(IV).

This value S together with the secret key K forms the internabktate of LEX. S is
updated every round while K remains unchanged. The develapef LEX approves to
change the key every 500 AES encryptions to enhance the seiyulevel.

Figure 3.10 provides an overview of LEX.

Figure 3.10: LEX: Overview taken from [12])

The encryption of LEX is the repeated extraction of four cedin bytes from the output
of each of the sixteen AES rounds. Every round of AES produc&&8 bit intermediate
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Figure 3.11: LEX: Intermediate round values (128 bit)taken from [12])

values. In Figure 3.11 the intermediate values are shown irsguared form and each value
possesses an index, derived from its position in the squarew- and column-number).

The developer of LEX proposes to use the bytdg.o, b0, bo.2, b2 (Se€ gure 3.12) at
every odd round and the bytedy:, b1, bns, ;3 (see gure 3.13) at every even round.
Only four steps are necessary to extract these 32 bits fromahwo 32 bit variablestg
and t,:

out32 = ((t,&0XFF OOFF) << 8)  (t,&FFOOFF).

In the formula abovet; is a row of four bytes:t; = (b.0; .1, 0.2;0.3). There is no need
to use any lter function before the bytes are sent to the outpt.

Figure 3.12: LEX: Extraction on odd roundstaken from [12])

NOTE: We encountered a discrepancy between the speci catiand the implementa-
tion of LEX. In the speci cation Biryukov suggests to use thebytes by, .0, o2, and
by, for extraction in odd rounds and the byteshy., b1, In3, and b3 for extraction in
even rounds. In contrast to the speci cation, the implemerdtion indicates the bytes
b1, bs1, b3, and bs.3 for extraction in even rounds. The test vectors t to the bytes
extracted by the implementation. An email (sent to Biryukoy) including a request to
clarify the situation stayed unanswered.
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Figure 3.13: LEX: Extraction on even roundStaken from [12])

3.6 Salsa20

Salsa20 is a stream cipher developed by Daniel J. Bernsteino Ibe accurate, the cipher
is actually a hash algorithm (hashing of the key, nonce and adzk number) with a
subsequent XOR of the hash value and the plaintext. Salsa2@kes 64 bytes as input,
produces 64 bytes of output and operates on 32-bit words. Qrthree basic operations
are needed by the dierent functions in Salsa20: addition ntb 2%? (denoted as +),
exclusive OR of two words (denoted as ) and left rotation of word x by n bytes
(denoted asx <<<n ).

3.6.1 The quarterround function

The most important part of Salsa20 is the quarterround funebn. Nearly all subsequent
functions use the quarterround function, and consist simplof multiple calls of the
qguarterround function. The function takes 4 words as input ad delivers 4 words as
output. If we name the input y = (Yo;VY1;Y2;Yz) and the output is designated as z =
(z0; 21; 20; Z3), then the quarterround function can be de ned as follows:

z1=y1 (Yot ys) <<< 7)
=Y, ((za+ Yo) <<<  9)
z3=Ys ((zo+ z1) <<< 13)
Zp=Yo ((zz+ zp) <<< 15)

Table 3.2: Salsa20: The quarterround function

3.6.2 The rowround function

The rowround function takes 16 bytes as input and delivers I§ytes as output. The input
is called y = (yo; y1; i35 Vi5), the output is named z =(zo; z1; ::1; z15) and the function is
de ned as:
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quarterround (yo; y1; Y2; Y3)
quarterround (ys; Ys; Y7; Ya)
quarterround (Y1o; Y11; Ys; Yo)
quarterround (Yis; Y12; Y13; Y1a)

(20; 71; 22; Z3)
(25, 265 275 24)
(2105 Z11; Z8; Zo)
(z15; Z12; Z13; Z14)

Table 3.3: Salsa20: The rowround function

3.6.3 The columnround function

The columnround function takes 16 bytes as input and deliverl6 bytes as output.
The input is called x = (Xq; X1; ::%; X15), the output is named z =(zp; z1; :::; 215) and the
function is de ned as:
(20; 243 28;212) = quarterround (Xo; X4; Xs; X12)
(zs; 29; 213;21) = quarterround(Xs; Xg; X13; X1)
(210, 214, 22, 25) = quarterround (X1o; X14; X2; Xg)
(z15; 23, 27;211) = quarterround(Xis; X3; X7; X11)

Table 3.4: Salsa20: The columnround function

3.6.4 The doubleround function

The doubleround function takes 16 words as input and deliverl6 words as output.
The doubleround function rst calls the column round functon followed by a call of the
rowround function.

doubleround(x) = rowround(columnround(x))

3.6.5 The littleendian function

The littleendian functions simply swaps the byteorder of a-byte word. If b= (by; by; by; bg)
then littleendian(b) = by +28b, + 216, + 224 b; = (bs; bp; by; k).

3.6.6 The Salsa20 hash function

A short introduction to hash functions:
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Hash functions use reproducible methods to shrink data oflaitrary length to
a xed length. Hash functions must ful Il 3 important properties:

Preimage resistant: Given a hash value h it should be very dcult to
nd the corresponding message m, such thdt = hash(m).

Second preimage resistant: Given a message it should be hard to nd
a messagen, (di erent from m;) with hash(m;) = hash(m,).

Collision resistant: Given ahash(m,) it should be hard to nd a message
m, such that hash(m;) = hash(m,).

The Salsa20 hash function takes 64 bytes as input and delisea 64-byte sequence as
output.

Salsa20(x) = x + doubleround°(x).

Let us denote x ag(x[0]; x[1]; :::; X[63]) then

Xo = littleendian(x[0],x[1],x[2],X[3])

x; = littleendian(x[4],X[5],X[6],X[7])

X, = littleendian(x[8],x[9],x[10],x[11])
X15 = Iittleendian(x[BO],x[61],x[62],x[63])

Dene z = (2o;21;:::;215) = doubleround®®((xo; X1; 2 X15). Then Salsa20(x) is the
concatenation of:

littleendian (zo + Xo)
littleendian (z; + x4)
littleendian 1(z, + x»)

littleendian (zi5 + X1s)

3.6.7 The expansion function

The input k of this function can be a 32-byte or a 16-byte sequee, the input n must
be a 16-byte value. The output of Salsaz2(n) is then a 64-byte value.

Dene o, 1, 2 and 3 as 4-byte values,ky, k; and n as 16-byte values then
Salsa2@, ,(n) = Salsa20( o,ko, 1,n, 2,k1, 3). Dene o, 1, » and 3 as 4-byte val-
ues, k and n as 16-byte values then Salsa®0) = Salsa20( o,k, 1,nh, 2,K, 3).
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3.6.8 The encryption function

De ne

k = a 16-byte or 32-byte value (secret key),
v = a 8-byte value (public initialization vector),
m = an I|-byte sequence (plaintext message),

then Salsa2Q(v) m is the corresponding encrypted ciphertext message. In the
opposite case m is the ciphertext and Salsad0) m is the decrypted plaintext message.

3.7 Sosemanuk

The Sosemanuk [9] stream cipher uses basic design pringpfeom the stream cipher
Snow 2.0 [17] and the partly modi ed block cipher Serpent [1%nd is developed by
C. Berbain, O. Billet, A. Canteaut, N.Courtois, H. Gilbert, L. Goubin, A. Gouget, L.

Granboulan, C. Lauradoux, M. Minier, T. Pornin and H. Sibert It is based on 32-bit
words and uses a 128-bit size for the key and the IV. The cipheonsists of a 10-word
LFSR and a 2-word FSM. Sosemanuk could be regarded as an immment of Snow
2.0, because is uses a faster IV Setup and also requires a ceduamount of static data
which leads to a better performance and a gain in security. Ehkey length is variable
between 128 and 256 bit, but a larger key ( 128 bit) is no warranty for an increase
of security. The key setup procedure of Sosemanuk is based amodi ed version of
Serpent where only 24 rounds are executed instead of 32 in twginal cipher.

3.7.1 Serpent and its derivatives

Serpent is a block cipher and was a candidate for the AES. Ser operates on 128 bit
blocks which are split into four 32 bit blocks (in Little Endian (LE) mode). There are
two functions derived from the original cipher calledSerpentl and Serpent24

While a Serpent round consists of a subkey addition (bytewisclusive OR), a S-box
application and a linear bijective transformation, the Sgventl function only consists of
the S-box application. More precisely, the third S-bo)XS, of Serpent is used. Serpentl
needs four 32 bit words as input and delivers four 32 bit wordss output.

Instead of the 32 rounds of the full Serpent version, Serp@t is reduced to 24 rounds.
The 24th round of Serpent4 is equivalent to the 32th round of épent. The only
di erence is the fact that Serpent24 contains the linear trasformation and the XOR
(instead of the 32th and 33th subkey, the 24th and 25th are ude Serpent24 needs only
the rst 25 subkeys of the Serpent key schedule. Expresseda$ormula:
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Ras(X) = L(Saa(X  Ka)) Ky

3.7.2 The LFSR

Now a short description of the underlying nite eld of the LFSR is given. Most of the
internal state of Sosemanuk is held in a LFSR that contains teelements off,:2. This
is the eld with 232 elements. The representation of the elements B is exactly the
same as in Snow 2.0. Here is a short summary.

F, is the nite eld with 2 elements. Let  be a root of the primitive polynomial:
Q(X)= X8+ X7+ X%+ X3+1

in F,. Then Fy is the quotient F,[X]=Q(X). That means each element oF,: can
be illustrated as ¥ for some integers KO k  254). So any element inF,: can be
identi ed with an 8-bit integer on the basis of the followingbijection:

FJ:$8 ‘ ] (0} ]'_;,:::;255

x= oxi b7 ox= L x2
where eachx; is either O or 1. Now let be a root of the primitive polynomial:
P(X)=X4+ 23x3+ 245X2+ 48xl+ 239

on Fx[X]. The eld Fy2 is now de ned as the quotientF,s[X ]=P(X).

Figure 3.14: Sosemanuk: The LFSR of Sosemangsken from [9])
This section is important because the LFSR operates over the elements of .. At

time t = 0 the LFSR is lled with the values s; to s10. That is called the initial state.
From now on, each new value is computed with the following reaence formula:

St+10 = St+9 543 sy 8t 1
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After that the register is shifted. The LFSR possesses thellimving feedback polyno-
mial:

(X)= X 04+ X7+ X +1 2 Fp[X]

3.7.3 The FSM

The FSM consists of two 32-bit registers R1 and R2 which realize64 bit memory. At
every call, it takes as input some words from the LFSR and thempdates the memory
and delivers 32 bits as output. For timet 1 the FSM works as follows on the LFSR
state:

FSM; : (Rl 1;R2 1;St41;Si+8:St+9) 7! (R1; RZ; o).

The single operations are de ned as follows:

R
R2
fe

(R2 1+ mux(Isb(RL 1);St+1;S+1  St+s)) mod 2%
Trans(R1; ;)
(Sts9 + R1; mod 2%2)  R2

where mux(c,x,y) is the same as: ‘choose x if ¢ = 0, choose y iEcl' and Isb(x)
denotes the least signi cant bit of x. The Trans function onF,z:z is de ned by:

Trans(z)=(M zmod2%?) n 7

at which M is a given constant with the value 0x54655307. Thesare the rst ten
decimals of the constant in hexadecimal notation.n stands for a bitwise rotation of
a 32 bit value (in the case above: by 7 bits).

The last 4 outputs of the FSM are grouped and Serpentl is apptl to these groups.
This groups will be combined (by XOR) with the corresponding wtput values from the
LFSR to produce the nal output bytes:

(Zt+3; Zts2 s Zie1 3, Ze) = Serpentd (frag; fraos e fes) (St+3; St+2: St+1: St;)

3.7.4 Key Setup

The key setup of Sosemanuk is similar to the Serpent24 key sdule. It produces 25
subkeys with a size of 128 bit, that are 100 32-bit words. Theel length may vary
from 1 to 256 bits but because Sosemanuk aims at 128-bit satua key length smaller
than 128 bit is not allowed. Adding further bits to the 128 bitkey is possible up to the
maximum, but using a longer key does not necessarily provideore security.
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Figure 3.15: Sosemanuk: Overviewaken from [9])

3.7.5 IV Injection

The IV has a size of 128 bits. This value is used as input to theeERPENT?24 function,
which is already initialized by the key schedule. For the IVnjection only the outputs
of the 12th, 18th and 24th round are used. These values are rked as follows:

The output of the 12th round: (Y4?2; Y32, Y12, Y42)
The output of the 18th round: (Y48; Y18; Y18; Y8)
The output of the 24th round: (Y74 Y24 Y24 YZ4)

These values initialize the internal state of SOSEMANUK in he following manner:

(S7; Ss; So; S10) (Y32 Y32 Y12, Y32)

(ss;86) = (Y% Y58)
(s1;82:83;84) = (Y24 Y24 Y24 YEY
3 2 1 0
Rlo - Y018
R = VY8
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4.1 Microcontroller

Nowadays in almost every home you will nd at least one or morpersonal computer
systems. But it is likely that you can nd ten times more embeded systems in your
own household as you possess personal computers. For ins&armicrocontrollers can
be found in nearly every electrical device including wastgnmachines, microwaves, tele-
phones, toasters, digicams, and so on. In a typical mid-raegautomobile, 50 or more
microcontrollers are installed to control, monitor and reglate the settings of the motor
or other devices. In the year2002only 2% of all worldwide produced micro computers
were attached to general purpose computer systems, the ramag 98% were used in
embedded applications.

A microcontroller can be described as a ‘computer on a chipAll necessary compo-
nents are included on one single chip: the processor (the CRWon-volatile memory
for the program (ROM, EPROM, EEPROM or ash), volatile memory for input and
output (RAM), a clock generator (quartz timing crystal), and an 1/0O control unit. Mi-
crocontrollers do not need an external address or a data busecause all components are
integrated on the same chip as the CPU. Microcontrollers areery restricted in resources
like SRAM and ash memory.

If the microprocessor is dedicated to performing one or a fespecial tasks, the whole
system is called an embedded system. An embedded system du@spossess the usual
I/O units like a keyboard, a screen, or a printer. It runs in a estricted environment
which is optimized according to the requirements that are tbe ful lled.
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4.2 Atmel

The Atmel Corporation is a producer of semiconductors with lzout 8,000 employees.
Founded in 1984 by George Perlegos, it has grown to an indugtleader in security
systems like smart cards. Atmel produces microcontrollersadio frequency devices,
EEPROM, ash memory, and scores of application-speci ¢ deges. Amongst other
things Atmel produces its own AVR architecture and the ATmeg series. Atmel holds
a great intellectual property library with over 1; 300 analog and digital patents and on
account of this it is able to provide electronics systems mafacturers with complete
system solutions. Annual revenue in the year 2005 aggregate $ 1; 676 million.

4.3 ATmega Series

An unproven rumor says that the abbreviation AVR stands for_A-Egil Bogen and
Vegard Wollan RSC (Reduced Instruction Set Computer), the two founders of #nel
Norway. Some others say the acronym stands ford&anced Mrtual RISC, but Atmel
itself says that the name AVR is not an acronym and has no furér meaning.

AVR microprocessors are a family oB-bit RISC microcontrollers. The individual
device classes di er in SRAM and ash memory size, as listed ifable 4.1. Its memory
is organized as a Harvard architecture with 46-bit word program memory and an8-bit
word data memory. Most of the microcontroller's instructims are one-cycle. All of the
microcontrollers listed in Table 4.1 can be clocked at up to61MHz.

Due to its easy usage, its low power consumption, and its coamatively low price,
the AVR microcontrollers have reached a high popularity inmbedded system design.

Table 4.1: Speci cation of the most popular AVR devices (ATmaga family)

Device Flash [kbyte] | SRAM [byte]
ATmega8 8 1024
ATmegal6 16 1024
ATmega32 32 2048
ATmegab64 64 4096
ATmegal28 128 4096
ATmegal281 128 8192
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The AVR microcontrollers do not require external memory beause all memory types
(ash memory, EEPROM and SRAM) are located on the same chip ashe CPU. The
non-volatile ash memory is used to store the program instretions. Each instruction
takes 16 bits for execution, divided into an 8-bit opcode flawed by 8 bits of data or
an address (although all devices of the ATmega series are i8+hbicrocontrollers). The
most important characteristics of the AVR family are:

130to 135instructions (most of them require onlyl cycle),

32 general purpose working 8-bit registers3(of them could be used as 16-bit
pointers),

8k to 12& bytes of in-system self-programmable ash memory with anvarage
endurance of 10k write/erase cycles,

0:5k to 4k bytes of EEPROM with an average endurance of 100k write/es& cycles,
1k to 12& bytes of internal SRAM,
23to 54 programmable 1/O lines,

very small power consumption (for example an ATmegal6 dMHz, 3V, 25 C):
in active state: 1:1 mA,
in idle state: 0:35mA,
in power-down state:< 1 A.
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5 Framework Set-Up and Tool
Chain

5.1 Porting to AVR Microcontrollers

Initially we simply ported the published eSTREAM API implementations into a C-

version that runs on one of the devices of the ATmega series.ftéxwards we imple-
mented these versions in Assembly language. The eSTREAM cgrk come with a set
of associated les according to the eSTREAM API. In order to rduce the size of the
code and to solve the dependencies we move only the parts aflede that are required

for execution into onecipher-avr.c le. One problem in porting code to an AVR micro-
controller is the limited amount of SRAM. A solution for savirg valuable SRAM lies in
moving S-boxes or comparable big static data arrays into d&smemory. We accomplish
that by using the progmem construction. It is rst required to include the necessary
.h-le by writing #nclude <avripgmspace.h> at the beginning of the .c-le. Subsequently
the static tables can be saved in ash memory using theROGMEM command. For
instance, in the case of the LEX cipher this may look like this

static const u32 Te0[256] PROGVEM = {
2 0xc66363a5U, 0xf87c7c84U, 0xee777799U, O0xf67b7b8dU, ...

Reading of the values (in this case 32-bit) can be done by usitige pgm_read_dword
command. To simplify the usage of this command and to spare parwork we de ned a
macro called RFF (Read Fom Flash):

/* Special define cause of progmem */
2 #define RFF(v) pgm_read_dword(&v) /* RFF stands for ReadFromFlash */

Another issue is the di erent integer variable size in 82-bit-oriented environment and
the 8-bit-oriented environment of an AVR. Thus all variables usedave to be adapted
to the standard integer sizes of the AVR microcontroller. Alciphers use theu8-u32
de nitions. So we are able to force the using of the AVR standd integer sizes by
redeclaring theu-types:

#define u8 uint8_t
2 #define ul6 uintl6_t
#define u32 uint32_t

Additionally the le stdint.h must be included to enable the compiler to understand
what uintX_t is.
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5.2 Development Tools

For the software development we used the tools "WinAVR' [5] antAVR Studio 4' [3],
which are described in the following sections.

5.2.1 WIinAVR

WInAVR is a suite of executable, open source software devefopnt tools for the Atmel
[1] AVR series of RISC microprocessors hosted on the Windowsagibrm. WIinAVR
contains avr-gcc (compiler), avrdude (programmer), avrdp (debugger) and a tool for
automatic make le generation. There is also included an ewir named "Programmers
Notepad' (PN). The version of PN, included in the WinAVR suite comes with a built-in
to compile the C-code by pressing a hot-key. But before thisan be done, the gcc-
compiler needs a make le with speci ed instructions and opbns to compile the C- le.
This can be easily done with the make le generator M le, deveped by Jérg Wunsch

[4].

Figure 5.1: Snapshot of M le

M le comes with a very good standard template for the make le One merely has to
make some important settings as shown in the following listg:

# MCU name
2 MlJ = atmegal28
# Target file name (without extension).
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4 TARGET = dragon avr
# List G+ source files here. (C dependencies are automatica Ily generated.)
6 CPPSRC = dragon avr.cpp

NOTE: Although the CPPSRC directive must be de ned, the corresponding C++
le does not actually need to exist. The name of the target lemust be written in lower
case. If not done in this way, the compiler does not work and splays error messages.

There is another very useful tool namedvrsizex[2]. This tool shows a short summary
of the used memory of ash memory, SRAM and EEPROM in percentas. In the case
of the Dragon cipher, additional to

Size after :
2 dragon avr. elf
section size addr
4 .data 40 8388864
.text 57434 0
6 .bss 384 8388904
.noinit 0 8389288
8 .eeprom 0 8454144
. stab 42348 0
10 .stabstr 3364 0
Total 103570

we get the following output:
Flash AV EEFROM

46% 10% 0%

Last but not least, we have to do a further little tweak to havethe ability to watch
the seperate parts of structs in AVRStudio later on.

Figure 5.2: Generation of project tool extended co
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To accomplish this we have to add a project tool with specialggpameters to PN, which
creates anextended co - le [20]. This le format writes additional debug information
in the output le, considerably more than can be found in eelf- le [21].

Once the code compiles without errors in PN, we use the outpue (extco ) from
WInAVR to execute the code in "AVR Studio 4' and simulate it on he chosen AVR
device.

NOTE: It must be pointed out that SRAM size as provided by WinAVR includes only
static variables that are initialized at the beginning. Beause of this, WIinAVR returns
a smaller value than the actual required SRAM size. In partidar, the cipher specic
structure ECRYPT_ctx is not included in this value, becauseit is initialized during
runtime and is non-static. To provide a better statement on etual SRAM size the byte
size of the cipher speci ¢ structure ECRYPT_ctx is calculaed manually and added to
the size of the static variables.

5.2.2 AVRStudio

AVR Studio 4 is an Integrated Development Environment (IDE)for writing and debug-
ging AVR applications on the Windows platform. We are able to se all the functions
familiar from common debugging tools such as watching retgss and variables. At ev-
ery state we can obtain the number of CPU cycle counts, whicmables us to measure
clock cycles for benchmarking throughput. For the implemeations in C-language, AVR
Studio 4 is only used to simulate the AVR device. For the Assdity implementations,
AVR Studio 4 is also used as development environment. The Asably code is AVR
Assembly code, not gcc-Assembly code, but can be easily tséormed into it.

Figure 5.3: Snapshot of AVR Studio 4 - watching the struct cbof Dragon



5.3 Con guration for Testing 43

As we use the extended co les to simulate the ciphers on the\WR devices, we can
observe the values of parts of a struct. This is shown in Figer5.3.

5.3 Con guration for Testing

Here we explain the general structure of the performance dwation based on the
ECRYPT API functions for both cases, C and Assembly language The exact con-
guration will be shown in the chapters describing the implenentation of the ciphers.

5.3.1 C language con guration

The test sequence in C language is the following (all data irspudo code):

ECRYPT _init()

ECRYPT_keysetup(key)

ECRYPT _ivsetup(iv)
ECRYPT_process_bytes(encryption, blocksize)
ECRYPT _ivsetup(iv)
ECRYPT_process_bytes(decryption, blocksize)

The parameter blocksize is adapted for each cipher. After each call of a function
the CPU cycles needed are recorded by using AVR Studio 4. Thisn guration is very
close to the one in the eSTREAM API. We encrypt one block of sizalocksize under
the key key, the IV iv and a plaintext with solely zeros. After encryption we do a ne
keysetup and decrypt the created ciphertext. If we get the (Bpty) plaintext, the test
succeeds.

5.3.2 Assembly language con guration

The common con guration in Assembly language looks like thi

call PREINIT
call INIT

call KEYSETUP
call IVSETUP
call ENCRYPT
call END
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In the PREINITphase we initialize the stack pointer and de ne the start adekss of
the SRAM. After that, in the INIT phase we write thekey, IV and plaintext in the ash
memory. Key setup, IV setup and encryption are the same as imé¢ C con guration.
Because a microcontroller is a nite state machine (FSM), té algorithm ends in an
endless loop, jumping all the time to the markeEND
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6.1 Objectives

The nal objective of this master thesis is the e cient implementation of stream ciphers
on embedded 8-bit AVR microcontrollers. The rst obvious s¢p is logically to determine
whether or not it is even possible to get the ciphers runningnoca device of the ATmega
family. This chapter describes our approach to create an exgable version of the
focused ciphers in C language.

6.2 Implementation

In this section we describe the con guration/structure of he focused ciphers. We will
not describe the assembling of theipher-avr.c le unless signi cant changes are made.
When that is the case, the information can be found in the foll@ing sections.

6.2.1 AES

Our version of the AES is the byte oriented AES implementatio developed by Brian
Gladman, complemented by the ability to perform an encryptin in CBC mode. Oth-
erwise the IV has been unused. Outside this small change, thest of the cipher is
untouched. For information referring to CBC modus please seChapter 2.1.1. In CBC
modus, before encryption is done, the plaintext is XORed witkhe 1V, respectively the
last encrypted ciphertext block.

void xorl6(u8 valuel[], u8 value2[], u8 offsetl, u8 offset2) {
for (u8 j=0;j<16;j++) {
valuel[offsetl + j] ~= value2[offset2 + j];

}
}

We do this by using a small function calleckor16() which takes 4 parameters as input:
an 8-bit array with the name valuel a second 8-bit array with the namevalue2 and
two 8-bit values calledo setl and o set2. The function builds the XOR conjunction of
valuel (beginning at o setl) and value2 (beginning at o set2) for the next 16 bytes.
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The speed measurement is done by a very simple main functioieh does the en-
cryption of one plaintext block and afterwards a decryptionof the encrypted block in
CBC modus.

u8 input[16] = {16*0};
2 u8 output[16] = {16*0};

u8 key[16] = {16*0};
4 u8 iv[16] = {16*0};

u8 o _key[l6] = {16*0};
6 u8 keysize = 128;

8 int main( void ){
aes_context ctx;

10 aes_set_key(key, keysize, &ctx); /I key setup
xorl6 (input,iv,0,0); /I IV setup

12 aes_encrypt(input, output, &ctx); /I encryption
xorl6é (output,iv,0,0); /I IV setup

14 aes_decrypt(output, input, &ctx); /I decryption
return  0;

16 }

If more than 1 block should be encrypted, the main function must be slightimodi ed:

int main( void ){
2 aes_context ctx;
u32 count_blocks = 24;
4 for (u8 i=0;i<count_blocks;i++) {
if (i==0) xorl6 (input,iv,0,0);

6 else xorl6 (input,output,(i*16) ,((i 1) * 16));
aes_set_key(key, keysize, &ctx);
8 aes_encrypt(input + (i*16), output + (i*16), &ctx);

}

10 return 0;

}

6.2.2 Dragon

Dragon can be made executable on an ATmega device with a madit of e ort. One

merely has to make some small changes like adapting the usediables to the standard
integer variables used by the microprocessor, and storinggbstatic data arrays in the
ash memory. This can easily be done by adding the followinghtee lines at the top of
the C le:

#define u8 uint8_t
2 #define ul6 uintl6é_t
#define u32 uint32_t

All ciphers already use the identi ersu8, ul6, and u32 but they are de ned to be
platform-dependent in the le “ecrypt-con g.h'. We do not include this le and add the
three lines above instead. So the cipher variables can stagtouched and work well for
us anyway.

As mentioned above, the S-boxes callesbox1and sbox2must be written to the ash
memory to save space in the SRAM. Corresponding to Chapter 5His is accomplished
by the following two small lines:
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static const u32 shox1[256] PROGVEM
static const u32 shox2[256] PROGVEM

{ oo Jif
{ ooo Ji

The loading of the values stored by this method works as spesd in Chapter 5.1.

Now we have to create a small main function processing only ammal encryption,
followed by a decryption of the encrypted ciphertext. This nrmimal main function and
the necessary variable declarations and initializationotrun Dragon are listed below:

u8 input[128] = {128*0};

u8 output[128] = {128*0};

u8 keystream[128] = {128*0};

u8 key[16] = { 0x00, Ox11, Ox22, Ox33, Ox44, Ox55, 0x66, Ox77, Ox 88, 0x99, OxAA,
0xBB, OxCC, OxDD, OxEE, OxFF };

ug8 iv[1l6] = { 0x00, 0x11, 0x22, 0x33, Ox44, Ox55, 0x66, 0x77, 0x8 8, 0x99, OxAA,
0xBB, OxCC, OxDD, OxEE, OxFF };

u32 keysize = 128;

u32 ivsize = 128;

int main( void ){
ECRYPT_ctx ctx;

ECRYPT_keysetup(&ctx , key , keysize ,ivsize); /I key setup
ECRYPT _ivsetup(&ctx , iv); /I IV setup
ECRYPT_process_bytes(0,&ctx , input , output,128) ; /I encryption
ECRYPT_ivsetup(&ctx , iv); /I IV setup
ECRYPT_process_bytes(1,&ctx , output,input,128); /I decryption
return  0;

NOTE: We discovered some problems while trying to compile ¢éhoptimized reference
code. The resulting keystream begins with "7D7256A3....'sing "0x000011...667777" as
key vector instead of '99B3AA14...". We compared the basedi reference code with the
optimized reference code and found out a di erence in the usé the endianess macros.
In dragon-ref.conly "... BIG()' macros are used. Indragon-opt.conly ... LITTLE()'
macros are used instead. Hence we replaced the approprigie@arances of the "..._LIT-
TLE()' macros with the "... BIG()' macros. Afterwards we got the correct keystream
but in wrong endianess as outcome (‘14AAB3992FD03BB6...\Ve solved this problem
by modifying the following lines in the KEYSTREAM_RND and the PROCESS_RND
macros (indragon-opt.Q:

In KEYSTREAM_RND replace

*(out++) = a ~ (f + c); \
*(out++) = e ~ (d + a);

with

*(out++) = U32TO32 BIG(a ™ (f + ¢)); \
*(out++) = U32TO32 BIG(e ~ (d + a));

and in PROCESS_RND

*(out++) = *(in++) ~ a N (f + ¢); \
*(out++) = *(in++) ~ e N (d + a);

with
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*(out++) = U32TO32_BIG(*(in++) ~ a ~ (f + c)); \
2 *(out++) = U32TO32 BIG(*(in++) ~ e ~ (d + a));

After the modi cation of the code in the above described wayrte optimized reference
code produces the correct keystream.

6.2.3 HC-128

For the correct execution of HC-128 on the ATmegal28l only 2nall changes must be
made. As mentioned in the Dragon section the standard integg/pes must be adapted
to the microprocessor. The second change is the main funetishown below:

u8 input[64] = {64*0};

2 u8 output[64] {64*0};
u8 keystream|[64] = {64*0};

4 u8 key[1l6] = {16*0};
ug8 iv[16] = {16*0}
6 u32 keysize = 128;
u32 ivsize = 128;
8
int main( void ){
10 ECRYPT ctx ctx;
ECRYPT_keysetup(&ctx, key, keysize, ivsize); /I key setup
12 ECRYPT ivsetup(&ctx , iv); /I IV setup
ECRYPT_process_bytes(0, &ctx, input, output, 64); /I encryption
14 ECRYPT ivsetup(&ctx , iv); /I IV setup
ECRYPT_process_bytes(1, &ctx, output, input, 64); /I decryption

16 return 0;

HC-128 possesses no S-boxes or other big static arrays. EBfiere there is no need to
include the le pgmspace.h

6.2.4 LEX

In contrast to HC-128, LEX makes extensive use of static arya. Hence we have to in-
clude thepgmspace.ho store the ve 32-bit arrays with 256entries to the ash memory.
To accomplish that, the following lines are necessary:

#include <avr/pgmspace.h>
2 ...
static const u32 Te0[256] PROGVEM
4 static const u32 Tel[256] PROGVEM
static const u32 Te2[256] PROGVEM
6 static const u32 Te3[256] PROGVEM
static const u32 Te4[256] PROGVEM

L I L R
e Rt R Rt )
N e e e

Of course, the standard integer types must be adapted to theionoprocessor and
nally there is a main function that encrypts and decrypts ore 40 bit block:
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u8 input[40] = {40*0};
2 u8 output[40] = {40*0};
u8 keystream[40] = {40*0};
4 u8 key[16] {16*0};
ug8 iv[16] {16*0};
6 uU32 keysize 16;
u32 ivsize 16;

int main( void ){

10 ECRYPT ctx ctx;

ECRYPT_keysetup(&ctx, key, keysize, ivsize); /I key setup
12 ECRYPT ivsetup(&ctx , iv); /I IV setup

ECRYPT_process_bytes (0, &ctx, input, output, 40); /lencryption
14 ECRYPT ivsetup(&ctx , iv); /I IV setup

ECRYPT_process_bytes(1, &ctx, output, input, 40); /Idecryption
16 return  0;

6.2.5 Salsa20

As with all the other ciphers, the integer types used in Salg2@ must be adapted to
the microprocessor. We implemented two versions of SalsaZbne direct conversion of
the original C code and one using improved rotation functian We explain these four
functions on the basis of the rst function for left rotation by 7 bits. The standard

rotation function requires 32 shifts to rotate a 32-bit value, no matter which value n

possesses.

#define  ROTATE(v,c) (ROTL32(v,c))
2 #define  ROTL32(v, n) (U32V((v) < (n)) | ((v) > (32 (n))))

Our improved left rotation by 7 bits is done by a rearrangement of the single bytes,
followed by a right rotation by 1 bit. Let the single bytes of a32-bit value be denoted
asA, B, C and D, whereA is the most signi cant byte and D the least signi cant byte.
Then (A|B|C|D) is permutated to (B|C|D|A) and afterwards the whole 32-bit value is
right-rotated by 1 bit. In C this looks as follows:

u32 rot7(u32 value3d2) {
2 u8 value8 [4],tmp;
U32TO8_LITTLE(value8, value32);
4 tmp = value8[3];

value8[3] = value8[2];
6 value8[2] = value8[1];

value8[1] = value8[0];
8 value8[0] = tmp;

tmp = 0x01 & value8[0];
10 value32 = U8TO32 LITTLE(value8);
value32 = value32 > 1;
12 if (tmp = 0x01) {
value32 ~= 0x80000000;
14 }
return  value32;
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The remaining three functions work in a similar way (more irdrmation on this can
be found in Chapter 7.2.4). The main function of Salsa20 is ¢hsame for both versions
and looks as follows:

u8 input[64] = {64*0};

u8 output[64] = {64*0};

u8 keystream|[64] = {64*0};

u8 key[16] = {16*0};

ug8 iv[8] = {8*0};

u32 keysize = 128;

u32 ivsize = 64;

int  main( void ){
ECRYPT_ctx ctx;
ECRYPT_keysetup(&ctx, key, keysize, ivsize); /I key setup
ECRYPT _ivsetup(&ctx , iv); /I IV setup
ECRYPT_encrypt_bytes(&ctx, input, output, 64); /I encryption
ECRYPT _ivsetup(&ctx , iv); /I IV setup
ECRYPT_decrypt_bytes(&ctx , output, input, 64); /I decryption

return 0;

6.2.6 Sosemanuk

Sosemanuk uses twB2-bit arrays with 256 elements. These two tables are stored to the
ash memory by the following commands:

static u32 mul_a[] PROGVEM = { ... };
static u32 mul_ia[] PROGVEM = { ... };

The main function of Sosemanuk looks like this:

u8 input[80] = {80*0};
u8 output[80] = {80*0};

u8 key[] = {0x00, 0x11, Ox22, Ox33, 0Ox44, 0x55, 0x66, 0x77, 0x88 , 0x99, OxAA, 0
xBB, OxCC, 0OxDD, OxXEE, OxFF};
ug8 iv[] = {0x88, 0x99, OxAA, 0xBB, OxCC, 0xDD, OxEE, OxFF, 0x00, 0x11, 0x22, 0

x33, 0x44, 0x55, 0x66, 0x77};

int main( void )
{
ECRYPT ctx ctx;
ECRYPT _init() ;

ECRYPT_keysetup(&ctx , key, ( sizeof key)*8, ( sizeof iv)*8); /I key setup
ECRYPT _ivsetup(&ctx , iv); /I IV setup
ECRYPT_process_bytes(0, &ctx, input, output, 80); /I encryption
ECRYPT_ivsetup(&ctx , iv); /I IV setup
ECRYPT_process_bytes(1, &ctx, output, input, 80); /I decryption
return  0;
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6.3 Results

This section provides the results for e ciency of the implerentations in C language.

6.3.1 Memory Usage

A microcontroller is restricted by the the size of availableash memory and SRAM.
Flash memory is used to store static information like progra code or huge look-up
tables. The (usually) even smaller SRAM is used for dynamic eess during program
execution. The memory requirements of each cipher's implemtation determine the
smallest possible AVR device.

Table 6.1 shows the memory allocation in ash memory. More sgi cally, Table 6.1
provides (i) the size of the ash memory which is used to storéhe program code,
(i) the required size of ash memory for the storage of stati arrays, like S-boxes for
instance, (iii) the total size of program code and static aamys, and (iv) the associated
AVR device, i.e. the smallest device on which the implemertian of the cipher can be
executed without errors.

Table 6.1: Memory allocation in ash memory of C implementabns

Cipher Program Code | Static Arrays Memory (Total) Device
[byte] [byte] | [byte] [percentage]

AES 4616 2048| 6664 40,67%| ATmegal6
Dragon 55386 2048| 57434 43,82%| ATmegal28
HC-128 23100 0| 23100 17,62%| ATmegal281
LEX 16278 5120| 21398 65,30%| ATmega32
Salsa20 4478 0| 4478 54,66%| ATmega8
Salsa20 V2 3842 0| 3842 46,90%| ATmega8
Sosemanuk (M) 42656 2048 | 44704 68,21%| ATmega64
Sosemanuk (F) 22600 2048 | 24648 75,22%| ATmega32

In terms of ash memory consumption, the less memory is neeatléhe better. A
good indicator is the corresponding device on which the ciphis executable. As we see
in Table 6.1, all devices of the ATmega family are represente In nearly all cases the
consumption of ash memory determines the associated degicHere, the only exception
is HC-128. HC-128 can only be executed on an ATmegal281 deviecause of its huge
usage of SRAM as we see in Table 6.2. We can observe that Salsa20 AES take
the lead in this area, followed by LEX and Sosemanuk. Dragomd HC-128 are only
executable on the two biggest devices of the ATmega family.

Table 6.2 has nearly the same structure as Table 6.1, but fas®s on the amount of
SRAM needed by the ciphers. Column 2 shows the requirement dfet cipher specic
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structure ECRYPT _ctx in bytes, which represents the internal state of the cipher. This
value is important because WinAVR disregards dynamic varidés in the value given in
Column 3 as discussed in Chapter 5.2. Column 4 provides thedbsize of used SRAM
(based on the sum of columns 2 and 3) and the following Columndisplays this value

in percentage in relation to the associated AVR device (Cafun 6).

Table 6.2: Memory allocation in SRAM of C implementations

Cipher ECRYPT _ctx Static Variables Total SRAM Device
[byte] [byte] | [byte] [percentage]

AES 241 88| 329 32,13%| ATmegal6
Dragon 405 424 829 20,24%| ATmegal28
HC-128 4324 232 | 4556 55,62%| ATmegal281
LEX 232 200| 432 21,09%| ATmega32
Salsa20 64 258 | 322 31,45%| ATmega8
Salsa20 V2 64 258 | 322 31,45%| ATmega8
Sosemanuk (M) 448 192| 640 15,63%| ATmega64
Sosemanuk (F) 448 192| 640 31,25%| ATmega32

While all ciphers possess moderate values in the total SRAM g HC-128 sticks
out from the others with a consumption of4556bytes. The ranking in this area is the
same as in the area before.

NOTE: In the tables there exists a cipher named "Salsa20 V2This is our second
Salsa20 implementation using the improved rotation funabins.

As shown in Table 6.3 with our improved version of Salsa20, wan signi cantly save
cycles when we replace the rotation macro by a rotation funicin that uses permutation
of bytes prior to rotations and additionally adapts better b an 8-bit microcontroller.
The original macro does32 shifts, no matter how many bits should be rotated. Our
improvement saves nearlyy5% of cycles needed by the original macro.

AES, Dragon, LEX, Salsa20, Salsa20 V2, Sosemanuk (M) and &osnuk (F)! cannot
be reduced to smaller AVR devices because of their consungptiof ash memory?. HC-
128 instead has to use the ATmegal281 device because of itmense usage of SRAM
shown in Table 6.2.

LIf it is necessary to get the Sosemanuk cipher running on a sniiar device than an ATmega64, this
goal can be achieved by replacing all macros with functions.In this case the needed size of ash
memory shrinks to 24,648 bytes. The big drawback of this modcation is the reduced encryption
speed as visible in the Tables 6.3 and 6.4.

2Though the ash size entries of Table 6.1 seem to indicate tha AES, Dragon and Salsa20 V2 can be
implemented on a smaller AVR device, actually this is not postle.
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6.3.2 Performance

In the following performance benchmarks we use a key and I\zeiof 128 bit. Input and
output arrays are equal to the block size of each cipher. Thimeans that we encrypt
one block with each cipher.

Table 6.3 shows the number of cycles for the initializatiorkey setup, IV setup and
encryption for each cipher. As seen in Table 6.3, HC-128 caonses very much cycles
in the iv_setup() function. However, HC-128 achieves the lowest number of ¢gs for
encryption of one block of data.

Table 6.3: Performance of initialization, key setup, IV setp, and encryption of C im-
plementations (all numbers given are measured CPU cycles)

Cipher Initialization Key Setup | IV Setup | Encryption

AES 586 6953 196 12574
Dragon 2700 2136 24052 24227
HC-128 1452 460| 2082876 10804
LEX 1426 2619 7367 8061
Salsa20 1700 249 71 90802
Salsa20 V2 1700 248 70 48942
Sosemanuk (M) 1282 32851 33972 14134
Sosemanuk (F) 1282 56327 61149 19938

Remarkably in Table 6.3 is the amount of required cycles for éhlV setup of HC-128
in contrast to Salsa20, which requires nearly no cycles fdris function. The cycle count
for encryption in Column 5 lacks signi cance because the lksize is not included. This
circumstance has been kept in mind while creating Table 6.4Mote that the amount of
cycles needed for initialization (given in Column 2) is comgsed of the required activities
to initialize the microprocessor and theeCRYPT _ctx struct.

Table 6.4 focuses on the throughput of the encryption funain for each cipher while
Table 6.3 gives the number of cycles for one block size. Mongesi cally, Table 6.4
provides (i) the corresponding block size, (ii) the count afycles from Table 6.3, (iii) the
guotient of the count of cycles and block size, and (iv) the tloughput of the encryption
function. The throughput is computed by dividing the CPU clak (assuming8 MHZz)
by the quotient of the count of cycles and the block size.

As shown in Table 6.4, the ciphers can be classi ed into two gups regarding through-
put. HC-128, Sosemanuk (M), Dragon, LEX and Sosemanuk (F) lmag to the fast
group. Salsa20 V2, AES and Salsa20 reside in the slow groumpbrtant is the fact
that the improved Salsa20 implementation produces nearlwyice the output of the origi-
nal Salsa20 implementation. Note further that for long keyiseams the encryption is the
dominant factor (but remember the huge time for IV setup of HE128). When only a
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Table 6.4: Throughput of encryption of C implementations

Cipher Block Size | Encryption Ratio | Throughput
[byte] [cycles] | [cycles/byte] [bytes/sec]
@8MHz
AES 16 12574 785,88 10180
Dragon 128 24227 189,27 42267
HC-128 64 10804 168,81 47390
LEX 40 8061 201,53 39697
Salsa20 64 90802 1418,78 5639
Salsa20 V2 64 48942 764,72 10461
Sosemanuk (M) 80 14134 176,68 45281
Sosemanuk (F) 80 19938 249,23 32100

small amount of keystream has to be generated, it can be seeoni Table 6.4 that LEX
is the most e cient cipher. Up to an output of approximately 48 bytes of keystream,
AES is the second most e cient that is then surpassed by Drago
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7.1 Goals and Objectives

This chapter provides the results on e ciency of our implemetations in Assembly.
Details on the framework used are provided in Chapter 5.3. Wesed an Assembly
implementation of the AES cipher [18] to be able to adequatelcompare our Assem-
bly implementations of Dragon, LEX, Salsa20 and SosemanulkVe did not implement
HC-128 in Assembly because its huge consumption of SRAM mema@rohibits the im-
plementation on any small AVR device. For each cipher, two dirent implementations
have been created. Dragon, Salsa20 and Sosemanuk are impleted in a function-based
version and a macro-based version, respectively. The fuiwti-based versions are real-
ized with the goal of minimizing the use of ash memory. In camast, the macro-based
versions are optimized to reach high throughput rates. LEXsitreated as a special case.
The version called "LEX' is the transformation of the C versin of LEX in Assembly
language using ve big static arrays. By contrast, the versin named "LEX V2'is an As-
sembly language implementation derived from our Assemblgriguage implementation
of the AES.

NOTE: It is important to mention that the savings in cycles meitioned below are only
possible if the C code is translated into Assembly language & native and unoptimized
way. However, the C compiler partly optimizes the code durgntranslation. Because of
this we can not save as much cycles as the numbers below mayigatk in practice.
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7.2 Implementation

This section contains implementation details of AES, Dragg LEX, Salsa 20 and Sose-
manuk (alphabetically ordered).

7.2.1 AES

The AES cipher is implemented in Assembly language for comjson reasons. As a
matter of fairness we did not want to compare the C language rgon of AES with
the adjusted Assembly versions of the other ciphers. So wecdked to use the AES
implementation of Christian Roepke [18], which adapts wellotan 8-bit microcontroller.
This implementation makes use of on-the-y subkey computatn, whereby the com-
putation of the subkeys is included in the encryption funcon. We modi ed the given
implementation in such a way, that the generation of the suldys is entirely done before
encryption. The IV setup is a simple XOR of thel6 plaintext bytes and the 161V bytes.
Figure 7.1 shows the memory allocation of AES in SRAM.

44— 8hytes——— P

0x0060
key 16 bytes

0x0070
v 16 bytes

0x0080
plaintext 16 bytes

0x0090
subkeys 176 bytes

0x0140

Figure 7.1: AES: Memory allocation in SRAM
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Key Setup

The key setup computes the subkeys by the application of theimimal S-box with 28
elements, thercon table and the RotWord() function as given in the speci cation of the
AES [8].

IV Setup

As already noted, the IV setup consists of a simple XOR of th&6 plaintext bytes and
the 16 IV bytes to transform the AES from ECB to CBC mode.

Encryption

As given in the speci cation of AES, the encryption consist®f 10 rounds. Preceding
to the rst round, the rst subkey is added to the plaintext. Subsequently9 full rounds
are applied. This means that the followingd functions are called in this order:

S_BOX()
SHIFT_ROWS()
MIX_COLUMNS()
SKEYADD()

The last round is a full round without the application of the MIX_COLUMNS()
function. The SHIFT_ROWS() function rotates values byl, 2 and 3 bytes. We make no
use of the rotation functions but move the bytes directly to lhe destination register. This
makes it possible to save a lot of cycles in contrast to the Criguage implementation.
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7.2.2 Dragon

The C source code of Dragon o ers a lot of possibilities to eahce the speed of the cipher
and to minimize the code size. The speed of the C version is gdobut an ATmegal28
as running device is not the rst choice when a stream ciphehsuld be implemented
on a 8-bit microcontroller. The S-boxesG and H are frequently used in the Dragon
cipher, during IV setup, as well as during the encryption andhe decryption functions.
So the focus lies on the fast implementation of these virtu&d2 32 S-boxes. Further
improvements can be made through intelligent register andRAM handling, so that
values which are changed frequently are held in the registemstead of being written
back into SRAM. Figure 7.2 shows the memory allocation of Drag in SRAM.

< 16 bytes >

040110 Key 16 bytes
0x0120 v 16 bytes
plain /in 128 bytes

0x01A0
nifsr_word 128 bytes

0x0220
init state 128 bytes
8);8;@8 state_counter nifsr_offset | full_rekeying | 8+4+1 bytes
init state 128 bytes
0x0330 AR 7 I 5 bytes

Figure 7.2: Dragon: Memory allocation in SRAM



N

IN

(=2}

7.2 Implementation 59

Key Setup

During key and IV setup the LFSR is primarily initialized using the key and the IV in
the following manner: (k|(k' iVv)|iv|(k v)K|(k iv) |iv|](k' iv)), where | denotes a
concatenation. If the 128 bit key is divided into 4 parts, the key can be formalized as
k = (Kkojkijkojks) and k' = (kajksjkojki). The identi ers k' and iv' denote the key and
the IV, whereby the rst and the last half of the key, respectely the IV, are swapped.
In the key setup onlyk and k' are stored to the relevant positions (for further details
see Figure 7.3 and Figure 7.4). In the Assembly language vers of the key setup
the USBTO32_BIG() macro is not needed, because the separate bytes can be adsrds
directly. This saves a lot of cycles. Th&J8TO32_BIG() macro looks like this:

#define  U32TO32_BIG(v) SWAP32(v)
#define  SWAP32(v) \
((ROTL32(v, 8) & U32C(0OxO00FFOOFF)) | \
(ROTL32(v, 24) & U32C(0xFFOOFF00)))
#define  ROTL32(v, n) \
(U32v((v) < (n)) | ((v) > (32 (m)))

That means that the USBTO32_BIG() macro calls theSWAP32() macro which calls
the ROTL32() macro. It does a swapping of the four bytes of 32-bit value. On an 8-bit
microcontroller we have the ability to access the separategtes directly and so we simply
read the bytes in reverse order. This completely avoids these of theU8TO32_BIG()
macro which save276 CPU cycles ( 32 4) cycles for shift operations,(2 4) +4
cycles for binary ORs and(2 4) binary ANDs). The U8TO32_BIG() macro is used
eight times during the key setup and so we save a total @f 208 cycles.

Regardless of the explicit implementation, the key setup cane displayed as follows
(ctx! nlfsr_word[] is an 32-bit array of size 32):

ko is written at the positions 0, 6, 12, 18, 20 and 30 of ctxnlfsr_word[].
ky is written at the positions 1, 7, 13, 19, 21 and 31 of ctxnlfsr_word[].
k, is written at the positions 2, 4, 14, 16, 22 and 28 of ctxnlfsr_word[].
ks is written at the positions 3, 5, 15, 17, 23 and 29 of ctxnlfsr_word[].

Afterwards the current state of ctd nlfsr_word[] is copied to ctx! init_state[]. The
saving of cycles arise from the unrolling of the for-loops.

NOTE: The positions 8 to 11 and 24 to 27 of the ctx! nlfsr_word[] array stay unas-
signed in the key setup. This positions will be lled in the IVsetup.

IV Setup

The rst part of the IV setup of Dragon is either a continuation of the key initial-
iziation, or a fresh rekeying. In the second case, rst ctxinit_state[] is copied to
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ctx->nlfsr_word
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Figure 7.3: Dragon: Key setup

ctx! nlfsr_word[]. The second phase of the IV setup consists of éhmixing process,
where the values of the elements of the dtxnlfsr_word[] array are randomized.

The rst part of the IV setup is composed of the writing and XORNg of iv and iv'.
Similar to the key setup, the IV setup can be displayed in a vgreasy manner. Let
us denoteiv = (livgjivijivojivg) and iv' = (iv,]ivs]ivgjivy). Then the IV setup can be
illustrated as followed:

Vo is written at the positions 8 and 26 of ctx nlfsr_word[],
ivy is written at the positions 9 and 27 of ctx nlfsr_word[],
IV, is written at the positions 10 and 24 of ctk nlfsr_word][],
ivs is written at the positions 11 and 25 of ctk nlfsr_word][],

iVo is XORed with and written at the positions 6, 14, 20 and 28 of ctx nlfsr_word][],
ivy is XORed with and written at the positions 7, 15, 21 and 29 of ctx nilfsr_word[],
iv, is XORed with and written at the positions 4, 12, 22 and 30 of ctx nlfsr_word][],
ivs is XORed with and written at the positions 5, 13, 23 and 31 of ctx nilfsr_word][].

We save a lot of cycles because we are able to access the sépdmdes of the 32-bit
values directly and because we do not use loops like in the Csien.

At the second part of the IV setup, the elements of the array & nlfsr_word[] are
scrambled to complete the initialization process. Therefe the macros with the names
DRAGON_NLFSR_WORD() , DRAGON_OFFSET() and DRAGON_UPDATE() are
used. TheDRAGON_OFFSET() macro speci es and alters the current o set. This
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ctx->nlfsr_word
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Figure 7.4: Dragon: First part of the IV setup

o set is added to the current element of ctx nlfsr_word[] (given as parameter) and af-
terwards the resulting value moduld2is computed. TheDRAGON_NLFSR_WORD()
macro changes the value of the element given in the parameténe o set is included in
this computation). The DRAGON_UPDATE() macro uses XORs, additions modular
232 and the virtual S-boxesG; to G; and H; to Hs. The S-boxG; is de ned as follows
(in C notation):
#define  G1(x) \

2 RFF(sbox2[x & OxFF]) ~ \

RFF(sbox1[(x > 8) & OxFF]) ~ \

4 RFF(sbox1[(x > 16) & OxFF]) ~ \
RFF(sbox1[(x > 24) & OxFF])

NOTE: The RFF() macro is explained in Chapter 5.1.

To access the separate bytes of thg2-bit value x, 48 right-shifts, 4 ANDs and 3
XORs are needed, which leads to a total saving ¢8 4)+ (16 4)+ (24 4)+ (4
4) + (3 4) = 220 cycles in Assembly language. This corresponds 19320 cycles at
each call of theDRAGON_UPDATE() macro (6 S-box calls are used in the macro)
and altogether21; 120 cycles within the 16 rounds during the IV setup. As in the key
setup theU8TO32_BIG() macro is used times, so we save anothe?; 208 cycles. The
remaining instructions do not o er great opportunities forenhancing the speed or scaling
down the code size.
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Encryption

The encryption function is an iterated call of theKEYSTREAM_ROUND() macro
which includes theBASIC_ROUND() macro. This call of theKEYSTREAM_ROUND()
macro is donel6 times.

#define  BASIC_RND(ctx, a, loc_a, b, loc_b, c, loc_c, \

d, loc_d, e, loc_e, f, loc_fbl, cl, c2)\

= ctx >nlfsr_word[loc_a]; \
= ctx >nlfsr_word[loc_c]; \
= ctx >nlfsr_word[loc_e] ™ c1; \

ctx >nlfsr_word[loc_b] * a; \
ctx >nlfsr_word[loc_d] ~ c; \
(ctx >nlfsr_word[loc_e+1] ~ e) N (c2++); \
b; \
+=d; \
+= f; \
= G2(c); b ~=G3(e); d = Gl(a); \
e = H3(f); a = H1(b); c = H2(d); \
ctx >nlfsr_word[loc_fbl] = b + e; \
ctx >nlfsr_word[loc_fbl+1] = c ~ (b + e);

dy

a
©
e
b
d
f
©
e
a
f

The essential part of this macro is the application of the Sdxes. These are used in

exactly the same manner as in th©®RAGON_UPDATE() macro. Hence, we can save
the same amount of cycles here. We sa2@0cycles with every call of a G or H function.
These functions are called times in each round and the encryption function runs over
16 rounds. So we savg220 6 16) = 21;120 cycles through this. Furthermore, the
BASIC_ROUND() macro is programmed in such way that all data can be held in the
registers. There is no need for outsourcing data into the SRAM it is not speci ed by
the algorithm.

#define  KEYSTREAM RND(ctx, a, loc_a, b, loc_b, ¢, loc_c, \

d, loc_d, e, loc_e, f, loc_fbl, c1, c2, in, out)\
BASIC RND(ctx, a, loc_a, b, loc_b, c, loc_c, \
d, loc_d, e, loc_e, f, loc_fbl, c1, c2) \
tmp =a ~ (f + c); \
*(out++) = U32TO32_BIG(tmp) ; \
tmp =e N (d + a); \
*(out++) = U32TO32_BIG(tmp) ;

In the rest of the KEYSTREAM_ROUND() macro we are able to save anothgR76

2) =552 cycles per round (because of the32TO32_BIG() macro), which accumulates
to 8;832saved cycles.
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7.2.3 LEX

As we already mentioned in the introduction of this chapter & implemented two versions
of LEX in Assembly language. In this section we describe thenplementation of the
"LEX' version. As the version "LEX V2'is in principle an impoved and slightly modi ed
AES, we do not take a closer look at this version. Figure 7.5@ls the memory allocation

of LEX in SRAM.

0x0060
0x0070
0x0080

0x00A8

0x0158

0x0180
0x0190

44— 8bytes—————Pp

key

v

plaintext

subkeys

ks

blockstate

16 bytes
16 bytes

40 bytes

176 bytes

40 bytes

16 bytes

Figure 7.5: LEX: Memory allocation in SRAM

Key Setup

LEX makes extensive use db static arrays with 256 4byte values. The fourth of these
5 tables, namedTe4]], is used for the key setup. So the key setup only consists o&db
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operations from this array, thercon table lookups and some XOR operations. These
operations do not o er great possibilities for improvemers or reduction of code size.

NOTE: The Te4[] array is solely a extended version of the original S-Box with®
elements of the AES. All4 bytes of one element of this array have the same value. This
simpli es the handling with the values of the S-box on a comper with 4-byte word size,
but is not necessary on ar8-bit microcontroller. To save ash memory and to enhance
the speed of the key setup of LEX this array can be reduced &56 entries of8-bit size.

A similar reduction is possible for thercon table.

IV Setup

The IV setup of LEX consists of the encryption of the IV under he secret keyk. There-

fore the IV serves as input/plaintext for the encryption furction, which is also used
for the normal encryption. The implementation of the encrypon function of LEX is

explained in the next section.

Encryption

The encryption function uses the4 precomputed arraysTeO[] to Te3[] to make table
lookups instead of using the function§_BOX() , SHIFT_ROWS() , MIX_COLUMNS()
and SKEYADD() . First, the plaintext is XORed with the rst subkey and afterwards
the lookup tables are used. This looks like this:

/* round 1: */

t0 = RFF(TeO[s0 > 24])
RFF(Te3[s3 & 0xff]) rk[ 4];

tl = RFF(TeO[s1 > 24]) RFF(Tel[(s2 > 16) & Oxff]) ™ RFF(Te2 [(s3 > 8) & Oxff]) ~

A RFF(Tel[(sl > 16) & Oxff]) ~ RFF(Te2 [(s2 > 8) & Oxff]) ~
N
N
RFF(Te3[s0 & Oxff]) ~ rk[ 5];
N
N
N

>

t2 = RFF(TeO[s2 > 24]) " RFF(Tel[(s3 > 16) & Oxff]) ~ RFF(Te2 [(sO > 8) & 0xff])
RFF(Te3[sl & 0xff])
t3 = RFF(Te0[s3 > 24])
RFF(Te3[s2 & Oxff]) ~ rk[ 7];
ctx >ks[0] = (t0O & OXFFOOFF00) " ((t2 & OxFFOOFF00)>>8); /* Leak for odd rounds */
/* round 2: */
sO = RFF(TeO[t0 > 24]) »
RFF(Te3[t3 & Oxff]) ~ rk[ 8];
sl = RFF(Te0[tl > 24]) ~ RFF(Tel[(t2 > 16) & 0xff]) ~ RFF(Te2 [(t3 > 8) & Oxff]) ~
RFF(Te3[t0 & Oxff]) ~ rk[ 9];
N
N
N

rk[ 6];
RFF(Tel[(sO > 16) & 0xff]) ~ RFF(Te2 [(s1 > 8) & 0xff])

>

RFF(Tel[(t1 > 16) & Oxff]) ~ RFF(Te2 [(t2 > 8) & 0xff]) ~

s2 = RFF(Te0[t2 > 24]) RFF(Tel[(t3 > 16) & 0xff]) "~ RFF(Te2 [(tO > 8) & 0xff]) ~
RFF(Te3[tl & 0xff]) rk[10];

s3 = RFF(Te0[t3 > 24]) RFF(Tel[(t0 > 16) & O0xff]) ~ RFF(Te2 [(t1 > 8) & 0Oxff]) ~
RFF(Te3[t2 & Oxff]) ~ rk[11];

ctx >ks[1] = ((s1l & OxFFOOFF)<<8) ™ (s3 & OxFFOOFF) ; /* Leak for even rounds */

Obviously the C implementation uses eighB2-bit values. These values are calles} to
Sz (group s), respectivelyty to ts (group t) and one of the groups is alternately used as a
storage for the values of the previous or the current round. his means that four32-bit
values must be saved in order to compute the values of the pees round. These arel6
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bytes of the last round and16 bytes of the current round. As the ATmega8 possesses
only 32 registers, whereby we need some of them for pointer handliagd temporary
values, we can not hold all thes&2 bytes in the registers at the same time. The C
version swaps out the values of the last round to the SRAM, butevwwere able to devise
a more e cient solution. We analyzed the algorithm and foundout that if we want to
store the values of the s and the t group in the same registetben it is only necessary
to swap out six 8-bit values. If we divide a32-bit value X to single bytes and we use
the notation X = (A|B|C|D) then the 6 bytes to store can be denoted asSy(B), So(C),
So(D), Si1(C), Si(D) and S;(D). The same applies to the values of the t group. The
remaining necessary bytes are still accessible in the regis. This improvement saves a
lot of cycles, because we do not have to store the values to t8®AM and then reload
them later.
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7.2.4 Salsa20

The most important part of Salsa20 is the quarterround funedn. At this point, chances
are good to save CPU cycles. The rest of the cipher can partlye mptimized but these
changes do not a ect the cycle count as much as the optimizat of the quarterround
function. To alleviate the understanding of the setup of thecipher and the memory
allocation in SRAM, take a look at Figure 7.6.

< 8 bytes >

0x0060
key 16 bytes

0x0070
0x0078 IV 8 bytes
plaintext 64 bytes

0x00B8
ctx -> input 64 bytes

0x00F8
X 64 bytes

0x0138
output 64 bytes

0x0178

Figure 7.6: Salsa20: Memory allocation in SRAM

Initialization

During the initialization phase, the key, the IV, and the plantext are stored into the
SRAM. This part is not included in the cycle count calculationof the key setup. Thel6
bytes of the key are stored to the start address of the SRAM at gdion 0x0060, followed
by the 8 bytes of the initialization vector starting from 0x0070. Arother 64 bytes of the



7.2 Implementation 67

plaintext are written into the SRAM, beginning at start address 0x0078. Furthermore,
the stack is initialized and the Y pointer is lled with the start address of the SRAM.

Key Setup

In the key setup the32-bit array x->input[] of size 16 is lled with certain parts of the
key k and the constanttau. In the C version the macroU8TO32_LITTLE() is used to
get the 32 bits out of an 8-bit array in little endian order. InAssembly language, there
exists the possibility to access the 4 bytes of a 32-bit valukrectly and therefore a few
cycles can be saved because the reordering of the bytes cardbee by reading in the
values backwards. For this, the key setup in Assembly langge needs fewer cycles than
the C language version. The constant (tau) is loaded from ash by the following code:

; bend over Z pointer to tau
2 Idi ZL,L.OW(tau*2)
Idi ZH,HIGH(tau*2)

: USTO32_LITTLE(tau + 0)
6 Ipm reg3 ,Z+
Ipm reg2 ,z+
8 Ipm regl,Z+
Ipm regO ,Z+

IV Setup

In the key setup only12 of the 16 entries of the arrayx->input[] are lled. The remaining
4 bytes are lled with the IV and zeros. Here theU8TO32_LITTLE() is used as well
and therefore the IV setup in Assembly language is a little bifaster than in the C
version.

Encryption

The encryption of Salsa20 is done by calling the doublerourfdnction 10 times. This
amounts to 8 calls of the quarterround function in every of thelO rounds. All in all,
the encryption consists of80 calls of the quarterround function. So the main focus of
speeding up the entire encryption lies in optimizing the quéerround function.

The quarterround function

As shown in Chapter 3.6.1, the quarterround function makesxeensive use of left rota-
tions, more precisely, left rotation by7, 9, 13 and 18 bits.

#define  ROTATE(v,c) (ROTL32(v,c))
2 #define  ROTL32(v, n) (U32V((v) < (n)) | ((v) > (32 (n))))
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The ROTATE() macro does32 shifts and an OR operation, no matter how many bits
should be rotated. There is a great saving of cycles when ugipermutations of bytes
in favor of rotations which is very easy to realize in Assempllanguage.

Here the explanation of the realizations of the fast rotaties by 7, 9, 13 and 18 bits
follows. Let the single bytes of 82-bit value be denoted asA, B, C and D, whereA is
the most signi cant byte and D the least signi cant byte. The original ROTATE macro
needsl32cycles for execution. This means that alone the rotations ithhe quarterround
function require 528 CPU cycles.

The left rotation by 7 bits is done by a rearrangement of the single bytes, followed
by a right rotation by 1 bit. This is shown in Figure 7.7. (A|B|C|D) is permutated to
(B|C|D|A) and afterwards the whole32-bit value is right-rotated by 1 bit. This improved
rotation needs only11 cycles in average, only% of the cycles required by the original
macro.

A B C D
B C D A

A

I B C D A

Figure 7.7: Salsa20: Left rotation of &82-bit value by 7 bits

The left rotation by 9 bits is also done by a rearrangement of the single bytes, but
now followed by a left rotation by 1 bit. This is shown in Figure 7.8. (A|B|C|D) is
permutated to (B|C|D|A) and afterwards the whole32-bit value is left-rotated by 1 bit.
This improved rotation needs onlyll cycles in average. Again, this is onl8% of the
cycles required by the original macro.

A B c D
B C D A

A

B’ C D A I

Figure 7.8: Salsa20: Left rotation of &82-bit value by 9 bits

The left rotation by 13 bits is done by a rearrangement of the single bytes, followed
by a right rotation by 3 bits. This is shown in Figure 7.9. (A|B|C|D) is permutated
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to (C|DJA|B) and afterwards the whole 32-bit value is right-rotated by 3 bits. This
improved rotation needs only29 cycles in average21% of the cycles required by the
original macro.

A B C D

B
A
. C D A B’

Figure 7.9: Salsa20: Left rotation of 82-bit value by 13 bits

The left rotation by 18 bits is done by a rearrangement of the single bytes, followed
by a left rotation by 2 bits. This is shown in Figure 7.10. (A|B|C|D) is permutated ©
(C|D|A|B) and afterwards the whole32-bit value is left-rotated by 2 bits. This improved
rotation needs only22 cycles in averagd 6%of the cycles required by the original macro.

A

B

C

D

!c

A

A

C’

D

A

s [

Figure 7.10: Salsa20: Left rotation of 82-bit value by 18 bits

The application of these4 improved rotation versions for rotations by7, 9, 13and 18
bits consumes only73 cycles instead 0628 of the original rotation version. This saves
36, 400cycles in the80 calls of the quarterround function. The rest of the quartermund
function provides no signi cant optimization potential. The rst 16 registers are lled
by values taken from the SRAM. The registerd6to 19 are used as temporary memory.
Therefore there is just a little overhead, which does not estiin the C version. After the
call of the quarterround function, the values are stored b&cdo the SRAM.
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7.2.5 Sosemanuk

The Sosemanuk cipher uses a reduced version of the Serpepher for IV initialization
and the Snow 2.0 LFSR with a reduced internal state. Consequidy, this increases
the size of the code. The Sosemanuk implementation featur2#nline functions and 20
macros to realize a successful encryption. Four of thea@macros use thdROTL() macro
of which we know that we can save cycles by using improved rtitan functions. Another
possibility to save cycles is the fast implementation of §32 32)-bit multiplication,
which is used in theFSM() macro.

< 16 bytes >

0x0100
0x0110 key 16 bytes
0x0120 v 16 bytes
plaintext / ciphertext 80 bytes

0x0170
wo ... w7 32 bytes

0x0190
subkeys 400 bytes

0x0320
s00 ... s09 40 bytes
[ rl, r2 8 bytes
0x0350 u 20 bytes
0x0370 v 16 bytes
0x0380 v 80 bytes

dst
I

Figure 7.11: Sosemanuk: Memory allocation in SRAM
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The cycle count can also be reduced by e cient resource hamdj. In the Assembly
code of Sosemanuk all macros are implemented in such a waytthiaey only need 4
additional registers for the saving of temporary values. Fthermore, if possible, back
writing of values is tried to be avoided and replaced by movesnt of variables.

Key Setup

During the key setup the following macros are used:

S0() to S7(),
SKSO0() to SKS7() and
WUPO() and WUP1().

The S-box macrosS0O() to S7() hold no great potential of optimization. They make
use of only very trivial operations like exclusive OR, binarynversion, binary OR, and
binary AND. These operations can be e ciently executed on a mrocontroller. The
S-box take ve 32-bit values as input and is implemented by using only one adtbnal
32-bit value for storing intermediate results.

The macrosSKSO() to SKS7() use the corresponding S-box macro and store four of
the ve 32-bit values as sub-keys.

Rotations by 11bit are used4 times in the WUPO() macro, respectively in theVUP1()
macro. During the key setup theWUPO() macro is called13times, the WUP1() macro
is called 12 times. This is an overall sum ofl00 calls of the rotation macro. Instead
of 132 cycles the improved rotation version needs onlg8 cycles. This is a saving of
104 4 = 416 cycles per call of the macro and an overall saving @D, 400in the whole
key setup. The rotation by 11 bits is implemented as shown in Figure 7.12.

A B C D

B C D A
A
B C D N

Figure 7.12: Sosemanuk: Left rotation of 82-bit value by 11 bits
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IV Setup

During IV setup the following macros are used:

FSS(),

KAQ

S0 to S7 and
SERPENT_LT() .

Several macros are called by thESS() macro, namely theKA() macro, the S0 to S7
macros and theSERPENT_LT() macro.

The KA() macro performs solely a XOR association between isinput values and
the subkey at the positiono set.

Dependent on the input of theFSS() macro, one of theB S() macros is called and the
input values pass through the corresponding S-box.

Rotations and also shift operations are contained in th 8 ERPENT _LT() macro. Here
32-bit values will be rotated by 1, 3, 5, 7, 13 and 22 bit and shifted by 3 and 7 bit. The
rotations by 1 and 3 bit are processed as usual. Rotation b$ and 7 bits are done by
reordering of the separate bytes ((A|B|C|D) becomes (B|C|B)) and a subsequent right
rotation by 3 bits, respectivelyl bit. The rotation by 13 bits is already shown in Figure
7.9. The left rotation by 22 bits is a right rotation by 10 bits and so the 32 bit value is
right rotated by 2 bits after reordering from (A|B|C|D) to (D|A|B|C).

A B C D
B C D A
A
I B C D A’
i AND
1000000
I B C D 0000000

Figure 7.13: Sosemanuk: Left shift of 82-bit value by 7 bits

The shifting operation by 3 bits is done in the natural way again and the shifting
by 7 bits is shown in Figure 7.13. First the order of the separateykes is changed
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from (A|B|C|D) to (B|C|D|A). Afterwards, the whole 32-bit value is right shifted by 1
bit and nally the least signi cant byte is AND-associated with the hexadecimal value
O0x80. This leads to the deletion of the7 least signi cant bits of the 32-bit value. This
method needs onlyl2 cycles in average, whereby the normal left shift requires3 cycles.
So we can save2% of the cycles used so far. All in all during theSERPENT_LT()
macro, simply by replacing the original rotation and shift nacros/operations with the
improved versions,700 cycles can be saved. Instead &35 cycles our improved version
requires only 135 cycles in average. This are onl28% and because oR4 calls of the
SERPENT_LT() macro we can save up td.6, 800 CPU cycles.

Encryption

During the encryption the following important macros are ued:

MUL_A() ,
MUL_G() ,
STEP(),
FSM(),
LRU(Q),
CC1() and
SRD().

The three macros=SM(), LRU() and CC1() together build the STEP() macro, which
is called 20 times during the encryption process. Inside th&SM() macro, most cycles
are required by a(32 32)-bit multiplication modulo 2%? and a left rotation by 7 bits.
As we already know, we can savé21 cycles with our improved version of the rotation
and also the multiplication can be speeded up.

Figure 7.14 shows a graphical illustration of 82 32-bit multiplication modulo 2°%2
and our approach to enhance the computation.

#define  ONE32 (( u32 ) OXFFFFFFFF)
#define  T32(x) ((x) & ONE32)

/I some lines ...

tt = T32(orl * 0x54655307); \

The listing above shows that the the valueorl and the static value 0xX54655307are
multiplied within the T32() macro. This macro cuts all digits beyond the limit of
the length of 32 bits. Let us denote the rst 32-bit factor for the multiplication as X
and the second factor as Y. Obviously the C version of the mulication computes
the product of every byte of X multiplied with every byte of Y. Afterwards the T32()
macro cuts the dispensable parts of the product. But there i@ more e cient way to
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X Y
<«—— 32 hits » < 32 bits — >
A B | c D * E | F | & | H ]
| D*H |
| D*G R
D*F | * 916
D*E | * 24
| C*H *2°
C*G * 916
C*F | * 924
C*E
B*H * 216
| B*G * 224
B*F
B*E |
| A*H * 924
| A*G
| AF |
| A'E |

Figure 7.14: Sosemanuk: Fast implementation of @2 32)-bit multiplication mod 2%?

compute the product. All intermediate products with 4 zero bytes or more (whereby
the counting starts from the least signi cant byte) can be igored. So the formula for

the (32 32)-bit multiplication modulo 2°2 can be transformed to a reduced form. If we
denote X = (ajbjcjd) and Y = (gf jgih) then the multiplication (X Y) mod 2°2 can be

transformed to (a000 + 00 + c0 + d) (€000 +f 00 + g0 + h) mod 22, where a 0 stands
for a complete byte lled with zeros. Now let us take a look at or improved formula:

(X Y)mod 22 = ((a000 e000)+ (ad00 f00)+ (2000 gO) + (2000 h))+
(00 €000) + (K00 f 00) + (K00 g0) + (KO0 h)) +
((cO €000) + (c0 f00)+(cO0 g0)+(cO h))+
((d €000)+(d f00)+(d g0)+(d h)) mod 2%

If we now eliminate all products with4 or more zero-bytes we get the following formula:

(X Y)mod 22 = ((d e)+(c f)+(b g)+(a h)) 2%+
((d f)+(c g+ (b h)) 2%+
((d g)+(c h)) 2°+
(d h) mod 22

The C version multiplication requires16 (1 1)-byte multiplications and 15 L-byte
additions. If we disregard some necessary additional opgoas like moving of values
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between registers and copy operations this multiplicatioapproach need$2 cycles. The
improved version in Assembly language only requird® (1 1)-byte multiplications and
9 1-byte additions, which saves38 cycles, a saving 0B9% If we involve the number of
calls of theFSM() macro and include the saving of cycles because of the imprdvébit
rotation, we can save at leas®; 700 CPU cycles.

#define  MUL A(X) (T32((x) < 8) ™ RFF(mul_a[(x) > 24]))
2 #define  MUL G(x) (((x) > 8) ™ RFF(mul_ia[(x) & OxFF]))

In the LRU() macro, the two macrosMUL_A() and MUL_G() (as shown above) are
used. IntheMUL_A() macro we can sav&28cycles because we can access the separate
bytes of the parameterx directly. The same applies for theMUL_G() macro, but here
only 33 cycles can be saved. This leads to an overall saving 1§1 cycles per call of
the LRU() macro and so03; 020 CPU cycles can be saved during the whole encryption
process.

The CC1() macro only uses addition modulag®? and the XOR operation, so that no
great saving of cycles can be recorded.

static INLINE void encode32le(u8 *dst, u32 val)
2 {

dst[0] = val & OxFF;
4 dst[1] = (val > 8) & OxFF;
dst[2] = (val > 16) & OxFF;
6 dst[3] = (val > 24) & OxFF;

Until now, none of the macros writes output to the SRAM. This tak is handled by
the SRD() macro, which makes extensive use of tlencode32le()macro, which is shown
above. This macro needg8 right shifts and 4 AND operations, which we can save
because of the direct access of the separate bytes. Téwcode32le()is used4 times
within the SRD() macro, which leads to a saving 2 4 = 208 cycles with every call of
the SRD() macro. As theSRD() macro is called5 times within the encryption process,
we can savel; 040 CPU cycles.
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7.3 Results

7.3.1 Memory Usage

Table 7.1 shows the memory allocation in ash memory. In moreéetail, Table 7.1

provides (i) the size of the ash memory which is used to storéhe program code,
(ii) the required size of ash memory for the storage of stati arrays, like S-boxes for
instance, (iii) the total size of program code and static aays, and (iv) the associated
AVR device, i.e. the smallest device on which the implemertian of the cipher can be
executed without errors. The indication of the total ash menory size in percentage is
computed in relation to the maximum available size of ash nmory of the corresponding
device which name is given in the last column.

Table 7.1: Memory allocation in ash memory of Assembly imgmentations

Cipher Program Code | Static Arrays Total Memory Device
[byte] [byte] | [byte] [percentage]

AES 1154 266 | 1420 17,33%| ATmega8
Dragon (M) 25102 2048| 27150 82,86%| ATmega32
Dragon (F) 4850 2048| 6898 84,20%| ATmega8
LEX 1486 5120, 6606 80,64%| ATmega8
LEX V2 1332 266| 1598 19,51%| ATmega8
Salsa20 (M) 2984 0| 2984 36,43%| ATmega8
Salsa20 (F) 1452 0| 1452 17,72%| ATmega8
Sosemanuk (M) 44648 2048 | 46696 71,25%| ATmega64
Sosemanuk (F) 9092 2048| 11140 67,99%| ATmegal6

Corresponding to Table 7.1 we can determine the existencetafo groups in relation
to the required size for the storage of the program code of tlegphers. The rst group
is made up by the AES, both versions of Salsa20, both versionSLEX and Dragon (F)
which require only a small consumption of ash memory and catherefore be executed
without problems on a ATmega8. In the second group we nd Dragn (M) and both ver-
sions of Sosemanuk. Theskimplementations are not able to run on the small ATmega8
and the macro based version of Sosemanuk can only be procgssean ATmega64.

In contrast to Table 6.2 in Chapter 6.3, Table 7.2 exhibits oy four columns. More
precisely, Table 7.2 shows only the total size of the requade&SRAM (i) and the smallest
device on which the cipher is executable. In Assembly langymthere is no need for sepa-
rate views on the SRAM because the consumption of the SRAM is cpiter-independent
and handmade.

In consideration of the consumption of SRAM all ciphers woulde executable on
an ATmega8, which holds a maximum ofL024 bytes. But the limiting factor is not



7.3 Results 77

Table 7.2: Memory allocation in SRAM of Assembly implementabns

Cipher Total SRAM Device
[byte] [percentage]

AES 224 21,88%| ATmega8
Dragon (M) 560 27,34%| ATmega32
Dragon (F) 560 54,69%| ATmega8
LEX 304 29,69%| ATmega8
LEX V2 304 29,69%| ATmega8
Salsa20 (M) 280 27,34%| ATmega8
Salsa20 (F) 280 27,34%| ATmega8
Sosemanuk (M) 712 17,38%| ATmega64
Sosemanuk (F) 712 69,53%| ATmegal6

the SRAM usage, but the required amount of ash memory. Lookm at Table 7.2
we observe that AES, Salsa20 and LEX need very few bytes in SRANragon and
Sosemanuk require SRAM of two or three orders of magnitude gter than the rest of
the ciphers.

Considering the function based versions and LEX V2, we noécthat ash memory
needs are low for AES, Salsa20 and LEX, moderate for Dragondainigh for Sosemanuk.
High amounts of program code also typically indicate a highrgde of implementation
complexity. This is especially true for Sosemanuk. In termef SRAM usage, AES,
Salsa20, and LEX are again most e cient, followed by Dragonrad Sosemanuk.

7.3.2 Performance

Performance benchmarks are provided in Table 7.3 and Table47 Table 7.3 shows
the number of cycles for the initialization, key setup, IV seip and encryption for each
cipher. Table 7.4 focuses on the throughput of the encryptiofunction for each cipher
while Table 7.3 gives the number of cycles for one block size.

The amount of cycles needed for initialization is composed the required activities
to initialize the microprocessor. More precisely, the keyhe IV and the plaintext are
stored in the SRAM, the stack pointer is initialized with the hghest address of the
SRAM and some de nitions are made. The number of cycles needfat initialization
can be reduced by storing the key as xed value to the ash memy but most of the
given number of cycles for initialization are required to bng the microprocessor in a
state to work properly. Key setup and IV setup are independerirom the block size of
the cipher and can be compared directly. The value given in ¢hlast column of Table
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Table 7.3: Performance of initialization, key setup, IV setp, encryption of Assembly
implementations (all numbers given are measured CPU cycles

Cipher Initialization Key Setup | IV Setup | Encryption

AES 192 1535 57 5113
Dragon (M) 756 538 21232 16648
Dragon (F) 756 537 23680 17527
LEX 316 1484 5216 5502
LEX V2 313 1575 5595 5963
Salsa20 (M) 464 199 60 17812
Salsa20 (F) 460 199 60 18400
Sosemanuk (M) 514 14627 8559 8739
Sosemanuk (F) 519 15252 9143 9459

7.3 must be correlated with the value in Column 2 of Table 7.4yhich is done in this
table.

Concerning the key setup, Salsa20 is the fastest cipher witinly 199needed cycles. It
is followed by Dragon with approximately 2.5 times more redred cycles. The AES and
LEX logically feature nearly the same cycle count for key sap (three times the number
of cycles required by Dragon). Sosemanuk exhibits the lasgevalue in Column 3 and
needs almost ten times more cycles as for instance AES.

Table 7.4: Throughput of encryption of Assembly implementsons

Cipher Block Size Ratio | Throughput Time Memory
[byte] | [cycles/byte] [bytes/sec] Tradeo Metric
@8MHz | [cycles/byte][byte]
AES 16 319,56 25034 453779
Dragon (M) 128 130,06 61509 3531197
Dragon (F) 128 136,93 58424 944541
LEX 40 137,55 58161 908655
LEX V2 40 149,08 53664 238222
Salsa20 (M) 64 278,31 28745 830485
Salsa20 (F) 64 287,50 27826 417450
Sosemanuk (M) 80 109,24 73235 5100954
Sosemanuk (F) 80 118,24 67660 1317166

The IV setup is dominated by the AES and Salsa20, which both geire less than100
cycles. Therefore, these two ciphers are the rst choice ¢ cipher should be frequently
reinitialized. The next ciphers in line are LEX, Sosemanukral Dragon. Dragon requires
more than 20, 000 cycles for the IV which leads to the suggestion of only usingr@gyon
when the focus is not laid on frequent reinitialization.
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The ratio value given in Column 3 of Table 7.4 is the quotient foColumn 2 (which
shows the block size of the ciphers) and Column 5 of Table 7.8Bhe throughput given
in Column 4 is computed by dividing the CPU clock 8 MHz) by the ratio value in
Column 3. The last column of Table 7.4 introduces a time-memptradeo metric, i.e.
the product of the ratio of cycles per keystream byte (showmiColumn 3) and the total
amount of ash memory (shown in Column 4 of Table 7.1). Low vales of this metric
indicate high e ciency in the time-memory tradeo .

According to Table 7.4 Sosemanuk and Dragon are the fastespleers, followed by
LEX, Salsa20 and AES. Notable is the fact that all ciphers ofie eSTREAM project do
the encryption faster than the AES, as speci ed in the call floparticipation. But if we
examine the last column, only two ciphers exhibit a better deo metric, namely LEX
and Salsa20.
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8 Summary and Future Work

8.1 Summary

This thesis provides the rst implementation results for Dagon, HC-128, LEX, Salsa20
and Sosemanuk orB-bit microcontrollers and therefore answers the questionf dnow
e cient modern stream ciphers can be implemented on small dmedded microcontrollers
that are also constrained in memory resources.

We con rm that all studied stream ciphers reach higher speeacdat keystream generation
than the AES. In terms of memory, Salsa20 and LEX can be implented almost as
compactly as the AES, while Dragon and Sosemanuk require regably more memory
resources and may be sub-optimum for embedded applicationgh very low memory
constraints (although they reach higher throughput rates) Nevertheless it is worth
mentioning that all ciphers are executable on smaller dews in Assembly language,
compared to our C implementations. The only cipher that is a®ssed to be not suitable
for small embedded microcontrollers is HC-128, because tf high SRAM memory
requirements.

Overall, considering the time-memory tradeo metric, LEX and Salsa20 have turned
out to yield signi cantly better results than AES. More detailed information is given
below in four di erent bar graphs showing the SRAM consumptio, the ash memory
consumption, the throughput, and a time memory tradeo .

NOTE: In C language we choose the original implementation®tbe included in the
graph. HC-128 is only implemented in C language. Hence, ncegn bar is indicated in
the HC-128 column. In Assembly language we choose the fulctibased versions (in
case of LEX we choose LEX V2) for the computation of the plots.
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Figure 8.1: Comparison of C and Assembly language implematibns: ash memory
consumption

Figure 8.1 shows the ash memory consumption of our implemttions, both in C
language as well as in Assembly language. Here, LEX achietles greatest amount of
savings. The Assembly version needs onffo of the ash memory requirements of the C
implementation. The next best saving is accomplished by Dgan with 12% Following
these two ciphers are the AESZ1%), Sosemanuk 25%), and Salsa20 32%.



8.1 Summary 83

Figure 8.2: Comparison of C and Assembly language implemations: SRAM consump-
tion

As Figure 8.2 shows, except for Sosemanuk, all Assembly laage implementations
require less SRAM than the C language implementations. Botlthe AES and Dragon
share the rst place in this category. Both need only68% of SRAM compared to the
C language version. LEX 70% and Salsa20 86%) take the further places. Sosemanuk
needsl1%more SRAM in Assembly language. Further, we see the huge usajSRAM
of the HC-128 cipher.

NOTE: The SRAM values in C language are optimized values not ¢tuding the use
of the stack. If we include the stack, Sosemanuk needs less 3R& Assembly too.
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Figure 8.3: Comparison of C and Assembly language implematibns: throughput

Figure 8.3 shows the throughput data of our implementationsHere, Salsa20 yields
the greatest enhancement concerning throughput with 493% higher throughput rate.
Salsa20 is followed by AES 246%), Sosemanuk {499, Dragon (13899, and LEX
(135%.

NOTE: The macro-based versions of our Assembly implementahs reach higher
throughput rates, but as the focus lies on minimal ash memagrusage, these versions
are not shown in the graph.
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Figure 8.4: Comparison of C and Assembly language implemations: time memory
tradeo

The time memory tradeo metric as given in Figure 8.4 is the ppduct of the used ash
memory and the encryption ratio (cycles needed for encryjpin multiplied by the block
size of the cipher). It is a good value for benchmarking how eiently the Assembly
versions run on the microcontrollers, compared to the C langge implementations. LEX
achieves the greatest reduction and the time memory tradewalue reduces to only6:5%
of the C implementation value, which corresponds to a nearli8 times higher e ciency
rate. Salsa20 isl5 times more e cient (6:6%), AES and Dragon arel2 times more
e cient ( 8:7%), and Sosemanuk is at leasb times more e cient (16:7%) implemented
in Assembly language.
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8.2 Future Work

The next obvious step is the implementation of the eSTREAM Phee 3 candidates of
Pro le I. Some ciphers have been advanced from the non-foeaksgroup to the focused
group of Phase 3 (i.e. CryptMT, NLS, and Rabbit). These cipher should also be
considered for Assembly language implementations.

The implementation in Assembly language o ers great poterdl for optimizing the
ciphers and the chance to t them perfectly to a particular deice. This probably helps
to determine the best stream cipher from the perspective ohé the industry and of
course, the eSTREAM project as well.

Furthermore it makes sense to implement some of the streanpbers belonging to
Pro le 1l of the eSTREAM project. These ciphers are indeed opmized for the imple-
mentation on hardware but nevertheless it may be reasonabie implement them, too.
Certain ciphers of Prole Il (like Trivium for instance) are designed for eventual use
in constrained environments. If it is possible to create, fanstance, an8-bit output
version of Trivium, a software implementation can also acave good results in terms of
improved speed and memory consumption.



A Appendix

In this chapter we list the source les of our C and Assembly leguage implementations.
All listed les are included on the attached compact disc.

A.1 C language implementations

AES
aes-avr.c (26,204 Bytes)
Make le (16,926 Bytes)

Dragon
dragon-avr.c (26,434 Bytes)
Make le (16,933 Bytes)

HC-128
hcl28-avr.c (16,517 Bytes)
Make le (16,937 Bytes)

LEX
lex-avr.c (39,080 Bytes)
Make le (16,929 Bytes)

Salsa20
salsa20-avr.c (7,988 Bytes)
Make le (16,936 Bytes)
salsa20-avro.c (9,855 Bytes)
Make le (16,936 Bytes)

Sosemanuk
sosemanuk-avrm.c (25,805 Bytes)
Make le (16,937 Bytes)
sosemanuk-avrf.c (31,506 Bytes)
Make le (16,937 Bytes)
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A.2 Assembly language implementations

AES
aes.asm (14,498 Bytes)

Dragon
dragonf.asm (77,400 Bytes)
dragonm.asm (86,591 Bytes)

LEX
lex-aes.asm (17,665 Bytes)
lex-lex.asm (42,064 Bytes)

Salsa20
salsa20f.asm (16,180 Bytes)
salsa20m.asm (16,258 Bytes)

Sosemanuk
sosemanukf.asm (131,259 Bytes)
sosemanukm.asm (129,805 Bytes)
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